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ABSTRACT
Di�erential privacy (DP) allows data analysts to query databases
that contain users’ sensitive information while providing a quanti�-
able privacy guarantee to users. Recent interactive DP systems such
as APEx provide accuracy guarantees over the query responses, but
fail to support a large number of queries with a limited total privacy
budget, as they process incoming queries independently from past
queries. We present an interactive, accuracy-aware DP query en-
gine, CacheDP , which utilizes a di�erentially private cache of past
responses, to answer the current workload at a lower privacy bud-
get, while meeting strict accuracy guarantees.We integrate complex
DP mechanisms with our structured cache, through novel cache-
aware DP cost optimization. Our thorough evaluation illustrates
that CacheDP can accurately answer various workload sequences,
while lowering the privacy loss as compared to related work.

PVLDB Artifact Availability:
The source code, data, and/or other artifacts have been made available at
https://gitlab.uwaterloo.ca/m2mazmud/cachedp-public.

1 INTRODUCTION
Organizations often collect large datasets that contain users’ sensi-
tive data and permit data analysts to query these datasets for aggre-
gate statistics. However, a curious data analyst may use these query
responses to infer a user’s record. Di�erential Privacy (DP) [6, 7]
allows organizations to provide a guarantee to their users that the
presence or absence of their record in the dataset will only change
the distribution of the query response by a small factor, given by the
privacy budget. This guarantee is typically achieved by perturbing
the query response with noise that is inversely proportional to the
privacy budget. Thus, DP systems face an accuracy-privacy trade-
o�: they should provide accurate query responses, while reducing
the privacy budget spent. DP has been deployed at the US Census
Bureau [19], Google [30] and Microsoft [4].

Existing DP deployments [3, 4, 16, 19] mainly consider a non-
interactive setting, where the analyst provides all queries in advance.
Whereas in interactive DP systems [9, 14, 22, 30], data analysts sup-
ply queries one at a time. These systems have been di�cult to
deploy as they often assume an analyst has DP expertise. First, data
analysts need to choose an appropriate privacy budget per query.
Second, data analysts require each DP noisy query response to
meet a speci�c accuracy criterion, whereas DP systems only seek
to minimize the expected error over multiple queries. Ge et al.’s

APEx [11] eliminates these two drawbacks, as data analysts need
only specify accuracy bounds in the form of an error rate U and a
probability of failure V . APEx chooses an appropriate DP mecha-
nism and calibrates the privacy budget spent on each workload, to
ful�ll the accuracy requirements. However, interactive DP systems
may run out of privacy budget for a large number of queries.

We observe that we can further save privacy budget on a given
query, by exploiting past, related noisy responses, and thereby,
we can answer a larger number of queries interactively. The DP
post-processing theorem allows arbitrary computations on noisy
responses without a�ecting the DP guarantee. Hay et al. [13] have
applied this theorem to enforce consistency constraints among
noisy responses to related range queries, thereby improving their
accuracy, through constrained inference. Peng et al. have proposed
caching noisy responses and reusing them to answer future queries
in Pioneer [25]. However, their cache is unstructured and only op-
erates with simple DP mechanisms such as the Laplace mechanism.

We design a usable interactive DP query engine, CacheDP , with
a built-in di�erentially private cache, to support data analysts in
answering data exploration workloads accurately, without requir-
ing them to have any knowledge of DP. Our system is built on
top of an existing non-private DBMS and interacts with it through
standard SQL queries. CacheDP meets the analysts’ (U, V) accuracy
requirements on each workload, while minimizing the privacy bud-
get spent per workload. We note that a similar reduction in privacy
budget could be obtained if an expert analyst planned their queries,
however our system removes the need for such planning.

Our contributions address four main challenges in the design of
our engine. First, we structure our cache to maximize the possible
reuse of noisy responses by DP mechanisms (Section 3). Our cache
design fully harnesses the post-processing theorem in the inter-
active setting, for cached noisy responses. Second, we integrate
existing DP mechanisms with our cache, namely Li et al.’s Matrix
Mechanism [18] (Section 4), and Koufogiannis et al.’s Relax Privacy
mechanism [17] (Section 6). In doing so, we address technical chal-
lenges that arise due to the need to maintain accuracy requirements
over cached responses while minimizing the privacy budget, and
thus, we provide a novel privacy budget cost estimation algorithm.

Third, we extend our cache-aware DP mechanisms with two
modules, which further reduce the privacy budget (Section 5).
Speci�cally, we apply DP sensitivity analysis to proactively �ll
our cache, and we apply constrained inference to increase cache
reuse. We note that CacheDP internally chooses the DP module
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with the lowest privacy cost per workload, removing cognitive bur-
den on data analysts. Fourth, we develop the design of our cache
to handle queries with multiple attributes e�ciently (Section 7).

Finally, we conduct a thorough evaluation of ourCacheDP against
related work (APEx, Pioneer), in terms of privacy budget consump-
tion and performance overheads (Section 8). We �nd that it consis-
tently spends lower privacy budget as compared to related work,
for a variety of workload sequences, while incurring modest perfor-
mance overheads. Through an ablation study, we deduce that our
standard con�gurationwith all DPmodules turned on, is optimal for
the evaluated workload sequences. Thus, researchers implementing
our system need not tinker with our module con�gurations.

2 BACKGROUND
We consider a single-table relational schema R across 3 attributes:
R(A1, . . .A3 ). The domain of an attributeA8 is given by 3><(A8 )

and the full domain of R is 3><(R) = 3><(A1) ⇥ · · · ⇥ 3><(A3 ).
Each attributeA8 has a �nite domain size |3><(A8 ) | = =8 . The full
domain has a size of = =

Œ
8 =8 . A database instance ⇡ of relation

R is a multiset whose elements are values in 3><(R).
A predicate q : 3><(R) ! {0, 1} is an indicator function speci-

fying which database rows we are interested in (corresponds to the
WHERE clause in SQL). A linear or row counting query (RCQ) takes
a predicate q and returns the number of tuples in ⇡ that satisfy
q , i.e., q (⇡) =

Õ
C 2⇡ q (C). This corresponds to querying SELECT

COUNT(*) FROM ⇡ WHERE q in SQL. We focus on RCQs for this
work as they are primitives that can be used to express histograms,
multi-attribute range queries, marginals, and data cubes.

In this work, we express RCQs as a matrix. Consider 3><(R) to
be an ordered list. We represent a database instance ⇡ by a data
(column) vector x of length =, where x[8] is the count of 8th value
from 3><(R) in ⇡ . After constructing x, we represent any RCQ as
a length-= vector w with w[8] 2 {0, 1} for 8 = 1, . . . ,=. To obtain the
ground truth response for a RCQ w, we can simply compute w · x.
Hence, we can represent a workload of ✓ RCQs as an ✓ ⇥ = matrix
W and answer this workload by matrix multiplication, as Wx.

When we partition the full domain 3><(R) into a set of =0 dis-
joint buckets, the data vector x and the workload matrix W over
the full domain 3><(R) can be mapped to a vector x of size =0 and
a matrixW of size ✓ ⇥=0, respectively. We also consider a workload
matrix W as a set of RCQs, and hence applying a set operator over
a workload matrix is equivalent to applying this operator over a
set of RCQs. For example,W0 ✓ W means the set of RCQs inW0 is
a subset of the RCQs in W. We follow a di�erential privacy model
with a trusted data curator.

De�nition 2.1 (n-Di�erential Privacy (DP) [6]). A randomized
mechanism" : D ! O satis�es n-DP if for any output sets$ ✓ O,
and any neighboring database pairs (⇡,⇡ 0), i.e., |⇡\⇡ 0[⇡ 0\⇡ | = 1,

Pr[" (⇡) 2 $]  4n Pr[" (⇡ 0) 2 $] . (1)

The privacy parameter n is also known as privacy budget. A
classic mechanism to achieve DP is the Laplace mechanism. We
present the matrix form of Laplace mechanism here.

Theorem 2.1 (Laplace mechanism [6, 18]). Given an ; ⇥= workload
matrixW and a data vector x, the Laplace Mechanism L1 outputs
L1 (W, x) = Wx+!0? (1); where !0? (1); is a vector of ; i.i.d. samples

Table 1: Notation
Notation Description
x,w,W,A raw data vector, query vector, query workload ma-

trix, strategy matrix over full domain 3><(R)

x,w,W,A mapped data vector, query vector, query workload
matrix, strategy matrix over a partition of 3><(R)

U, V accuracy parameters for W
B,⌫2 , n total budget, consumed budget, workload budget
A⇤, CA⇤ global strategy matrix, its cache over 3><(R)

1, ~̃ a scalar noise parameter, a scalar noisy response
b a vector of noise parameters

ỹ, z̃ a vector of noisy responses to the strategy A or W.
(a, 1, ~̃, C ) a cache entry for a strategy query a 2 A⇤ stored at

timestamp C . See De�nition 3.1.
F, P free strategy matrix, paid strategy matrix

from a Laplace distribution with scale 1. If 1 � kWk1n , where kWk1
denotes the !1 norm of W, then L1 (W, x) satis�es n-DP.

Li et al. [18] present the matrix mechanism, which �rst applies
a DP mechanism, " , on a new strategy matrix A, and then post-
processes the noisy answers to the queries in A to estimate the
queries inW. This mechanism aims to achieve a smaller error than
directly applying the mechanism" on W. We will use the Laplace
mechanism L1 to illustrate matrix mechanism.
De�nition 2.2 (MatrixMechanism (MM) [18]). Given an ;⇥=work-
loadmatrixW, a ?⇥= strategymatrixA, and the Laplacemechanism
L1 (A, x) that answers A on x, the matrix mechanismMA,L1 out-
puts the following answer: MA,L1 (W, x) = WA+

L1 (A, x) is the
Moore-Penrose pseudoinverse of A.

Intuitively, each workload query inW can be represented as a
linear combination of strategy queries in A, i.e.,Wx = WA+

(Ax).
We denoteL1 (A, x) by ỹ andMA,L1 by z̃. As thematrixmechanism
post-processes the output of a DP mechanism [7], it also satis�es
the same level of privacy guarantee.

Proposition 2.1 ([18]). If 1 � kAk1n , then MA,L1 satis�es n-DP.
For data analysts who may not be able to choose an appropriate

budget for a DP mechanism, we would like to allow them to specify
their accuracy requirements for their queries. We consider two
popular types of error speci�cation for DP mechanisms.
De�nition 2.3. Given a ; ⇥ = workload matrix W and a DP mech-
anism" , (i) the U2-expected total squared error bound [18] is

E[kWx �" (W, x)k22]  U2 (2)

and (ii) the (U, V)-worst error bound [11] is de�ned as

Pr[kWx �" (W, x)k1 � U]  V . (3)

The error for the matrix mechanism is kWA+!0? (1); k, which is
independent of the data. This allows a direct estimation of the error
bound without running the algorithm on the data. For example, Ge
et al. [11] provides a loose bound for the noise parameter in the
matrix mechanism to achieve an (U, V)-worst error bound.
Theorem 2.2 ([11]). The matrix mechanism MA,L1 satis�es the
(U, V)-worst error bound, if

1  1! =
U
p
V/2

kWA+k�
(4)
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Figure 1: System diagram.

where k · k� is the Frobenius norm.

When we set 1 to this loose bound 1! , the privacy budget con-
sumed by this mechanism is kAk11!

. To minimize the privacy cost, Ge
et al. [11] conduct a continuous binary search over noise parameters
larger than1! . The �ltering condition for this search is the output of
a Monte Carlo (MC) simulation for the error term kWA+!0? (1); k1
(i.e., if the sampled error exceeds U with a probability  V).

3 SYSTEM DESIGN
We design an interactive inference engine with a built-in cache,
CacheDP , that supports data analysts in answering data exploration
queries with su�cient accuracy, without requiring them to have any
di�erential privacy knowledge. The system architecture is given
in Figure 1. The data owner instantiates an unmodi�ed relational
DBMS such as MySQL, with a database that includes sensitive data.
To complete the setup stage, the data owner also provides a total
privacy budget B to our system. At runtime, the data analyst inputs
a workload query W, and an (U, V) accuracy requirement that the
query should satisfy, to CacheDP . Our system interacts with the
DBMS, via an SQL interface, and a cache C, to return a di�eren-
tially private workload response z̃, which satis�es this accuracy
requirement, to the analyst. Each workload response consumes a
privacy budget n , out of B, and the goal of CacheDP is to reduce
n by using our cache, which stores historical noisy responses. We
provide an overview of our system design in this section, while
motivating our description through design challenges. Our system
follows a modular design, in order to enable DP experts to develop
new cache-aware, problem-speci�c modules in the future.

3.1 Cache Structure Overview
Our cache stores previously released noisy DP responses and re-
lated parameters; it does not store any sensitive ground truth data.
Moreover, the cache does not interact directly with the DBMS at all.
Therefore, the cache design evolves independently of the DBMS
or other alternative data storage systems. We consider two design
questions: (i) which queries and their noisy responses should be
stored in the cache; and (ii) what other parameters are needed?

A naive cache design simply stores all historical workloads,
their accuracy requirements and noisy responses [(W1,U1, V1, z̃1),
. . . , (WC ,UC , VC , z̃C )].When a newworkload (WC+1,UC+1, VC+1) comes
in, the system �rst infers a response z̃0C+1 from the cache and its
error bound U 0C+1. If its error bound is worse than the accuracy

requirement, i.e., U 0C+1 � UC+1, then additional privacy budget nC+1
needs to be spent to improve z̃0C+1 to z̃C+1. This additional privacy
cost nC+1 should be smaller than a DP mechanism that does not use
historical query answers.

This cache design is used in Pioneer [25], but it has several
drawbacks. First, this design results in a cache size that linearly
increases with the number of workload queries. Second, we will not
be able to compose and reuse cached past responses to overlapping
workloads (WC�:\WC < ;). Simply put, this design works with only
simple DP mechanisms, which answer the data analyst-supplied
workloads directly with noisy responses. For instance, Pioneer [25]
considers only single query workloads and the Laplace mechanism.
We seek to design a reusable cache that can work with complex
DP mechanisms, and in particular, the matrix mechanism. Thus,
we need to structure our cache such that cached queries and their
noisy responses can be reused e�ciently, in terms of the additional
privacy cost and run time, while limiting the cache size.

Our key insight is that the strategy matrices in Matrix Mecha-
nism (MM) in Def 2.2 can be chosen from a structured set. So, we
store noisy responses to the matrix that the mechanism answers
directly (the strategy matrix), instead of storing noisy responses
that are post-processed and returned to the data analyst (the work-
load matrix). If all the strategy matrices share a similar structure,
in other words, many similar queries, then we need to only track
a limited set of queries in our cache. Relatedly, since the (U, V)
accuracy requirements for di�erent workload matrices can only be
composed through a loose union bound, we instead track the noise
parameters that are used to answer the associated strategy matrices.
Thus, in our cache, we store the strategy queries, the noisy strategy
query responses and the noise parameter.

This cache design motivates us to consider a global strategy
matrix A⇤ for the cache that can support all possible workloads.
Importantly, for a given workload matrix W, we present a strategy
transformer (ST) module to generate an instant strategy matrix,
denoted by A, such that each instant strategy matrix is contained
in the global strategy matrix, i.e., A ✓ A⇤. In this design, the cache
tracks each strategy entry a 2 A⇤, with its noisy response, its noise
parameter, and the timestamp.

De�nition 3.1 (Cache Structure). Given a global strategy matrix
A⇤ over the full domain 3><(R), a cache for di�erentially private
counting queries is de�ned as

CA⇤ = {. . . , (a,1, ~̃, C), . . . |a 2 A⇤}, (5)

where 1 and ~̃ are the latest noise parameter and noisy response for
the strategy query a, and C is the time stamp for the latest update
of a. At beginning, all entries are initialized as (a,�,�, 0), where
‘�’ denotes invalid values. We use C to represent the set of entries
with valid noisy responses and C > 0.

In this work, we consider a hierarchical structure, or :-ary tree,
for A⇤, which is a popular and e�ective strategy matrix for MM [18]
with an expected worst error of $ (log3 =), where = is the domain
size. Figure 2 shows the global strategy matrix as a binary tree
decomposition of a small integer domain [0, 8).
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Figure 2: A global strategy A⇤ in a binary tree decomposition
for an integer domain [0, 8). Workload queries include W1 =
{[0, 7)}, W2 = {[2, 6), [3, 7)}. Nodes present only in strategy A1
are shown in blue text, nodes only in A2 are in magenta text,
nodes in both A1 and A2 are shown in purple text. The dashed
nodes are output by the Proactive Querying (PQ) module
(Section 5.3), for A2; the value annotations for A and B refer
to Algorithm 6.

[0,8)
A : 2
B : 2

[0,4)
A : 2
B : 2

[0,2)
A : 2
B : 0

[0,1)
A : 1
B : 0

[1,2)
A : 1
B : 0

[2,4)
A : 2
B : 2

[2,3)
A : 1
B : 0

[3,4)
A : 1
B : 1

[4,8)
A : 2
B : 1

[4,6)
A : 1
B : 1

[4,5)
A : 0
B : 0

[5,6)
A : 0
B : 0

[6,8)
A : 1
B : 1

[6,7)
A : 1
B : 1

[7,8)
A : 1
B : 0

3.2 Strategy Transformer (ST) Overview
We outline the Strategy Transformer (ST) module, which is com-
monly used by all of our cache-aware DP modules. The ST module
consists of two components: a Strategy Generator (SG) and a Full-
rank Transformer (FT). Prior work [18] uses the global strategy A⇤,
which has a high kA⇤k1. Given an input W, the SG selects a basic
instant strategy A ✓ A⇤, with a low kA⇤k1, among other criteria.
Though the cache CA⇤ is structured based on A⇤, the cache is not
searched while generating A. We present two example workloads
and the instant strategies generated for these workloads next.

Example 3.1. In Figure 2, for an integer domain [0, 8), we show a
binary tree decomposition for its global strategy A⇤. This strategy
consists of (23 + 22 + 21 + 1) row counting queries (RCQs), where
each RCQ corresponds to the counting query with the predicate
range indicated by a node in the tree. We use A⇤

[0,1) to denote the
RCQ with a range [0,1) in the global strategy matrix.

The �rst workload W1 consists of a single query with a range
predicate [0, 7). Its answer can be composed by summing over noisy
responses to three RCQs in the global strategymatrix, (A⇤

[0,4) , A
⇤

[4,6) ,
A⇤
[6,7) ). The second workload W2 has two queries with range pred-

icates ([2, 6), [3, 7)). It can be answered using A2 = (A⇤
[2,4) , A⇤

[4,6) ,
A⇤
[3,4) , A

⇤

[6,7) ). We detail the strategy generation in Example 5.1.
We observe that the RCQs A⇤

[4,6) and A⇤
[6,7) are common to both

A1 and A2, thus our cache-aware DP mechanisms can potentially
reuse their noisy responses to answer A2. ⇤

The accuracy analysis of the matrix mechanism only holds over
full rank strategy matrices, however, the instant strategy A may be
a very sparse matrix over the full domain, and thus, may not be full
rank. We address this challenge in the FRT module, by mapping
the instant strategy A, workload W, data vector x, to a compact, full-
rank, e�cient representation, resulting in W, A, and x respectively.
Thus for an input W, x, the ST module outputs (A,W, x). Since the
cache entries should be uniquely addressable, the raw data vector
x and strategy A are used to index the cache.

Algorithm 1 CacheDP Overview
Require: Dataset ⇡ , Total privacy budget B.
1: Initialize privacy loss ⌫2 = 0, cache CA⇤ = {(w,�,�, 0) |w 2 A⇤}
2: repeat
3: Receive (&,U, V) from analyst
4: W ���M�����F���(&, x)
5: A,A,W ��������S�������(W,A⇤)
6: (1, n1)  MMM.��������P������B�����(C,A,W,U, V)
7: n2  RP.��������P������B�����(C,A,W,U, V)
8: A4 ,A4 , SE.��������E�������S�������(A, C,1)
9: n3  MMM.��������P������B�����(C,A4 ,W,U, V)
10: Pick ("̂, Â) from (MMM/RP, A/A4 ) that has smallest n8
11: if n8 + ⌫2 � B then
12: Answering & satisfying (U, V) will exceed B. Reject & .
13: I  "̂ .������W�������(C, Â,W, n8 , x)
14: return I to data analyst.
15: ⌫2  ⌫2 + n8
16: until no more & from the analysts

3.3 Cache-aware DP Modules
Our system supports two novel classes of cache-aware DP mecha-
nisms: Modi�ed Matrix Mechanism (MMM) and the Relax Privacy
Mechanism (RP). These two cache-aware DP mechanisms com-
monly use the ST module to transform an input W, x to (W,A, x).
Each cache-aware DP mechanism implements two interfaces (simi-
lar to APEx [11]) using the mapped representations A,W, x, as well
as the cache CA⇤ :
• The ������W������� interface answers a workloadW using
the cache CA⇤ and an instant strategy A to derive fresh noisy
strategy responses, using the ground truth from the DB. Each
implementation of this interface also updates the cache CA⇤ .

• The ��������P������B����� interface estimates theminimum
privacy budget n required by the ������W������� interface
to achieve the (U, V) accuracy requirement.
For the �rst cache-aware DP mechanism, MMM, we have two

additional optional modules, namely Strategy Expander (SE) and
Proactive Querying (PQ), which modify the instant strategy A out-
put by the basic ST module, for di�erent purposes. The SE module
expands the basic A with related, cached, accurate strategy rows in
CA⇤ to exploit constrained inference as discussed by Hay et al. [13].
The goal of this module is to further reduce the privacy cost of the
basic instant strategy to answer the given workload W. On the
other hand, the PQ module is designed to �ll the cache proactively,
for later use by the MMM, MMM+SE, and RP mechanisms. It ex-
pands A with strategy queries that are absent from CA⇤ , without
incurring any additional privacy budget over the MMM module.
Therefore, it reduces the privacy cost of future workload queries.

Putting it all together, we state the end-to-end algorithm in Al-
gorithm 1. First, for an input workload (W,U, V), our system �rst
uses the ST module to generate a full-rank instant strategy matrixA
(line 5), and then executes the ��������P������B����� interface,
with the input tuple (W,A,U, V), for the MMM, MMM+SE, and
RP mechanisms (line 6-9). We choose the mechanism that returns
the lowest privacy cost n8 (line 10). If the sum of this privacy cost
with the consumed privacy budget is smaller than the total privacy
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budget, then the system executes the ������W������� interface
for the chosen mechanism, with the input tuple (W, Â, n8 ) (line 13).
The consumed privacy budget will increase by n8 (line 15). (The
PQ module does not impact the cost estimation for MMM, it only
extends the strategy matrix A to be answered.) We present the
MMM in Section 4, the common ST module and the MMM optional
modules (SE, PQ) in Section 5, and the RP mechanism in Section 6.

T������ 3.1. CacheDP, as de�ned in Algorithm 1, satis�es B-DP.

4 MODIFIED MATRIX MECHANISM (MMM)
In this section, we focus on our core cache-aware DP mechanism,
namely the Modi�ed Matrix Mechanism (MMM). We would like to
answer a workloadW with an (U, V)-accuracy requirement using a
given cache CA⇤ and an instant strategy A ✓ A⇤, while minimizing
the privacy cost. We will �rst provide intuition for the design of
this mechanism. Then, we will describe the �rst interface �������
W������� that answers a workload W using the instant strategy
A with the best set of parameters derived from the second interface
E�������P������B�����. We then present how the the second
interface arrives at an optimal privacy budget.

4.1 MMM Overview
The cachelessmatrixmechanism (De�nition 2.2) perturbs the ground
truth response to the strategy, that is Ax, with the noise vector
freshly drawn from !0? (1) |A | to obtain ỹ = Ax + !0? (1) |A | . An in-
put workload is then answered usingWA+ỹ. As we discussed in the
background, in an accuracy-aware DP system such as APEx [11],
the noise parameter 1 is calibrated, �rst through a loose bound 1!
and then to a tighter noise parameter 1) , such that the workload
response above meets the (U, V)-accuracy requirement. This spends
a privacy budget kAk11)

(Proposition 2.1).
In MMM, we seek to reduce the privacy budget spent by using

the cache C. Given an instant strategy matrix A ✓ A⇤, we �rst
lookup the cache for any rows in the strategy matrix A. Note that
not all rows in A have their noisy responses in the cache. The
cache may contain noisy responses for some rows of A, given by
C \ A, whereas other rows in A may not have cached responses. A
preliminary approach would be to simply reuse all cached strategy
responses, and obtain noisy responses for non-cached strategy rows
by expending some privacy budget through naive MM. However,
some cached responses may be too noisy and thus including them
will lead to a higher privacy cost than the cacheless MM.

Our key insight is that by reusing noisy responses for accurately
cached strategy rows, MMM can ultimately use a smaller privacy
budget for all other strategy rows as compared to MM without
cache while satisfying the accuracy requirements. Thus, out of all
cached strategy rows C \A, MMM identi�es a subset of accurately
cached strategy rows F ✓ C\A that can be directly answered using
their cached noisy responses, without spending any privacy budget.
MMM only spends privacy budget on the remaining strategy rows,
namely on P = A�F. We refer to F and P as the free strategy matrix
and the paid strategy matrix respectively. MMM consists of two
interfaces as indicated by Algorithm 2: (i) ������W������� and
(ii) ��������P������B�����. The second interface seeks the best
pair of free and paid strategy matrices (F, P) that use the smallest
privacy budget n to achieve (U, V)-accuracy requirement. The �rst

Algorithm 2 MMM main interfaces and supporting functions
1: function ������W�������( C,A,W, n, x)
2: (F, P,1P, n) from pre-run E�������P������B�����(C,A,W,U, V)
3: (Optional) Expand P with PQ module (Section 5.3)
4: ỹP  Px + !0? (1P) |P| ù we have 1P = kPk1n
5: Update cache CA⇤ with (P,1P, ỹP, C = current time)
6: ỹF  [ (w,1, ~̃, C ) 2 C |w 2 F] ù free cached responses for F
7: ỹ ỹF kỹP ù concatenate noisy responses for A.
8: returnWA+ỹ, n

9: function E�������P������B�����(C,A,W,U, V)
10: Set upper bound 1> = kAk1n?

ù n? is the budget precision

11: Set loose bound 1! =
U
p
V/2

kWA+ k�
ù Theorem 2.2 (without cache)

12: b [ (w,1, ~̃, C ) 2 C | w 2 A \ C,1 > 1! ] [ [1! ]
13: 1⇡  ������S�����(sort(b), �����A�������(·, C,A,W,U, V)) ù

Search 1⇡ in the discrete space
14: F [2 .a 2 C | 2 .a 2 A \ C, 2 .1 < 1P ] and P A � F
15: 1P  ������S�����([1⇡ ,1> ], �����A�������(·, C,A,W,U, V))

ù Search 1P in a continuous space
16: return ( F, P,1P, k% k11P

)

17: function �����A�������(1P, C,A,W,U, V)
18: (F, bF)  [ (w,1, ~̃, C ) 2 C | w 2 A \ C,1 < 1P ] and P A � F
19: Sample size # = 10000 and failure counter =5 = 0
20: for 8 = 1, . . . ,# do
21: =5 ++ if kWA+!0? (bF | |bP) k1 > U

22: V4 = =5 /# , ? = V/100
23: XV = I1�?/2

p
V4 (1 � V4 )/#

24: return (V4 + XV + ?/2) < V

interface will make use of this parameter con�guration (F, P, n) to
generate noisy responses to the workload.

4.2 Answer Workload Interface
We present the �rst interface ������W������� for the MMM. We
recall that this interface is always called after the ��������P�����
��B����� interface which computes the best combination of free
and paid strategy matrices and their corresponding privacy budget
(F, P,1P, n). As shown in Algorithm 2, the ������W������� in-
terface �rst calls the proactive module (Section 5.3). If this module
is turned on, Pwill be expanded for the remaining operations. Then
this interface will answer the paid strategy matrix P using Laplace
mechanism with the noise parameter 1P. We have 1P = kPk1

n , to
ensure n-DP (Line 4). Then, it updates the corresponding entries
in the cache CA⇤ (Line 5). In particular, for each query w 2 P,
we update its corresponding noisy parameter, noisy response, and
timestamp in CA⇤ to 1P, ~̃, and the current time. After obtaining the
fresh noisy responses ỹP for the paid strategy matrix, this interface
pulls the cached responses ỹF for the free strategy matrix from the
cache and concatenate them into ỹ according to their order in the
instant strategy A (Lines 6-7). Finally, this interface returns a noisy
response to the workloadWA+ỹ, and its privacy cost n .

Proposition 4.1. The A�����W������� interface of MMM (Al-
gorithm 2) satis�es n-DP, where n is the output of this interface.

As the �nal noisy response vector ỹ to the strategy A is concate-
nated from ỹF and ~̃P, its distribution is equivalent to a response
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vector perturbed by a vector of Laplace noise with parameters:
b = bF | |bP, where bF is a vector of noise parameters for the cached
entries in F with length |F| and bP is a vector of the same value 1P
with length |P|. This di�ers from the standard matrix mechanism
with a single scalar noise parameter. We derive its error term next.

Proposition 4.2. Given an instant strategy A = (F| |P) with a
vector of : noise parameters b = bF | |bP, the error to a workload W
using the A�����W������� interface of MMM (Algorithm 2) is

kWA+!0? (b)k (6)

where!0? (b) draws independent noise from!0? (b[1]), . . . , !0? (b[:])
respectively. We can simplify its expected total square error as

kWA+3806(b)k2� (7)

where 3806(b) is a diagonal matrix with 3806(b) [8, 8] = b[8].

4.3 Estimate Privacy Budget Interface
The second interface E�������P������B����� chooses the free
and paid strategy matrices and the privacy budget to run the �rst
interface forMMM. This corresponds to the following questions:
(1) Which cached strategy rows out of C \A should be included in

the free strategy matrix F? The choice of F directly determines
the paid strategy matrix P as A � F.

(2) Given P and 1P, the privacy budget paid by MMM is given by
n = kPk1/1P = kA � Fk1/1P. To minimize this privacy budget,
what is the maximum noise parameter value 1P that can be used
to answer P while meeting the accuracy requirement?
A baseline approach to the �rst question is to simply set F = C\A,

that is, we reuse all cached strategy responses. This approach may
reuse inaccurate cached responses with large noise parameters,
which results in a larger n (or a smaller 1P) to achieve the given
accuracy requirement than answering the entire A by resampling
new noisy responses without using the cache.

Example 4.1. Continuing with Example 3.1, we have an instant
strategy A for the workload W1 with range predicate [0, 7) mapped
to a partitioned domain {[0, 4), [4, 6), [6, 7)}. The mapped workload
and instant strategy are shown in Figure 3. For simplicity, we use
the expected square error to illustrate the drawback of the baseline
approach, but the same reasoning applies to (U, V)-worst error
bound. Without using the cache, when we set b = [10, 10, 10], we
achieve an expected error kWA+3806(b)k2� = 300 for the workload
W. Suppose the cache has an entry for the �rst RCQ [0, 4) of the
strategy and a noise parameter 12 = 15. Using this cached entry, the
noise vector becomes b = [15,1P,1P], and the expected square error
is kWA+3806(b)k2� = 152 + 212P. To achieve the same or a smaller
error than the cacheless MM, we need to set1P 

p
(300 � 152)/2 ⇡

6.12 for the remaining entries in the strategy. This tighter noise
parameter 1P corresponds to a larger privacy budget. ⇤

4.3.1 Privacy Cost Optimizer. We formalize the two aforemen-
tioned questions as an optimization problem, subject to the accuracy
requirements, as follows.

W =
⇥
1 1 1

⇤
, A =

266664
1 0 0
0 1 0
0 0 1

377775
, b =

266664
12
1
1

377775
, x1 =

266664
x[0, 4)
x[4, 6)
x[6, 7)

377775
Figure 3: Consider W1 = {[0, 7)} with its corresponding
mapped workload matrix, instant strategy, noise vector, and
data vector. Reusing a cached response for the �rst row with
noise parameter 12 requires a smaller noise parameter 1 (and
hence a bigger privacy budget) for the other rows than the
cacheless MM to achieve the same accuracy level.

Cost estimation (CE) problem:Given a cacheC and an instant
strategy matrix A, determine F ✓ (A \ C) (and P = A � F) and
1P 2 [1!,1>] that minimizes the paid privacy budget n = kPk11P
subject to accuracy requirement:

kWA+3806(bF | |bP)k2�  U2 or
Pr[kWA+!0? (bF | |bP)k1 � U]  V .

In this optimization problem, the lower bound for 1P is the loose
bound for the cacheless MM (Equation (4)), and the upper bound
1> is k� k1n?

, where n? is the smallest possible privacy budget.
In a brute-force solution to this problem, we can search over all

possible pairs of F ✓ (A\C) and 1P 2 [1!,1>], and check whether
every possible pair of (F,1P) can lead to an accurate response. In
this solution, the search space for F will be $ (2 |A\C |

) and thus
the total search space will be $

⇣
2 |A\C |

· log2 ( | [1!,1>] |)
⌘
if we

apply binary search within [1!,1>]. Hence, we need another way
to e�ciently determine optimal values for (F,1P).

4.3.2 Simplified Privacy Cost Optimizer. We present a simpli�ca-
tion to arrive at a much smaller search space for (F, 1P), while
ensuring that 1P improves over the noise parameter of the cache-
less MM. We observe that, if we perturb the paid strategy matrix
with noise parameter 1P and choose cached entries with noise
parameters smaller than 1P, we will have a smaller error than a
cacheless MM with a noise parameter 1 = 1P for all the queries in
the strategy matrix. This motivates us to consider the following
search space for F. When given 1P, we choose a free strategy matrix
fully determined by this noise parameter:

F1P = {2 .a 2 C | 2 .a 2 C \ A, 2 .1  1P}, (8)

and formalize a simpli�ed optimization problem.
Simpli�ed CE problem: Given a cache C and an instant strat-
egy matrix A, determine 1P 2 [1!,1?] (and F = F1P , P = A � F)
that minimizes the paid privacy budget n = kPk11P

subject to:

kWA+3806(bF | |bP)k2�  U2 or
Pr[kWA+!0? (bF | |bP)k1 � U]  V .

Theorem 4.1. The optimal solution to simpli�ed CE problem incurs
a smaller privacy cost n than the privacy cost nF=; of the matrix
mechanism without cache, i.e., MMM with F = ;.

4.3.3 Algorithm for Simplified CE Problem. We present our search
algorithm to �nd the best solution to the simpli�ed CE problem,
shown in the ��������P������B����� function of Algorithm 2.
We visualize our searches through the cached noise parameters in

6
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Figure 4: An example of cached noise parameters 2 .1 2 A \ C

(dots) and the discrete (dashed lines) and continuous (full
lines) binary searches through these parameters. Parameters
in green are accurate enough. The discrete search scans over
2 .1 � 1! and outputs 1⇡ ; the free matrix includes all cache
entries in green and yellow. The continuous search scans
over the interval [1⇡ ,1⇡+1] and identi�es an optimal 1P.

Figure 4. First, we setup the upper and lower bounds for the noise
parameter 1P for the simpli�ed CE problem (Lines 10-11).

Step 1: Discrete search for 1P. We �rst search 1P from the
existing noise parameters in the cached strategy rows A \ C that
are greater than 1! (Line 12). We also include 1! in this noise pa-
rameter list b. Next, we sort the noise parameter list b and conduct
a binary search in this sorted list to �nd the largest possible 1⇡ 2 b
that meets the accuracy requirement (Line 13). During this binary
search, to check if a given 1P achieves (U, V)-accuracy requirement,
we run the function �����A������� , de�ned in Algorithm 2 . This
function �rst places all the cached entries with noise parameter
smaller than 1P into F and the remaining entries of the strategy into
P (Line 18) . Then it runs anMC simulation (Lines 19-24) of the error
WA+!0? (bF | |bP) (Proposition 4.2). If a small number of the simu-
lated error vectors have a norm bigger than U , then this paid noise
vector 1P achieves (U, V)-accuracy guarantee. This MC simulation
di�ers from a traditional one [11] which makes no use of the cache
and has only a single scalar noise value for all entries of the strategy.
On the other hand, if the accuracy requirement is U2-expected total
square error, we simply check if kWA+3806(bF | |bP)k22  U2.

Step 2: Re�ning 1P in a continuous space.We observe that
we may further increase 1P, by examining the interval between 1⇡ ,
which is the output from the discrete search, and the next largest
cached noise parameter, denoted by>⇠ = 1⇡+1. If>⇠ does not exist,
then we set >⇠ = 1>. We conduct a binary search in a continuous
domain [1⇡ ,>⇠ ] (Line 15). This continuous search does not impact
the free strategy matrix F obtained from the discrete search, as
the chosen noise parameter will be strictly smaller than 1⇡+1. The
continuous search is depicted through full lines in Figure 4. This
search outputs a noise parameter 1P. Finally, this function returns
1P, the privacy budget n = kPk11P

, as well as the free and paid strategy
matrices outputted from the discrete search.

The search space for this simpli�ed CE problem is $ (log2 ( | [1!,
1>] |)). We only need to sort the cached matrix once, which costs
$ (=2 · log(=2 )), where =2 = |A \ C|. Hence, this approach signi�-
cantly improves the brute-force search solution for the CE problem.

5 STRATEGY MODULES
In this section, we �rst present the strategy transformer (ST), which
is used by all of our cache-aware DP mechanisms. We then present
two optional modules for MMM: the Strategy Expander (SE) and
Proactive Querying (PQ).

5.1 Strategy Transformer
The ST module selects an instant strategy from the given global
strategy A ✓ A⇤ based on the workload W. Since our cache-aware
MMM and RP modules build on the matrix mechanism, we require
a few basic properties for this instant strategy A to run the former
mechanisms, with good utility. First, the strategy A should be a
support to the workload W [18], that is, it must be possible to
represent each query in W as a linear combination of strategy
queries in A. In other words, there exists a solution matrix X to the
linear system W = XA. Second, A should have a low ;1 norm, such
that the privacy cost n = kAk11 for runningMM is small, for a given a
noise parameter 1 (Proposition 2.1). Third, using noisy responses to
A to answer W should incur minimal noise compounding [13]. We
thus present the strategy generator (SG) component, to address all
of these requirements. The strategy generator only uses the global
strategy A⇤, and does not use the cached responses, to generate an
instant strategy A for the workload W.

Last, we require that A must be mapped to a full rank matrix
A, such that A+ỹ is the estimate of the mapped data vector x that
minimizes the total squared error given the noisy observations ỹ
of the strategy queries A [18, Section 4]. We present a full-rank
transform (FRT) component to address this last requirement. Thus
the ST module consists of two components: the strategy generator,
and the full-rank transform, run sequentially.

5.1.1 Strategy Generator. Our global strategy A⇤ is a :-ary tree
over the full domain 3><(R), hence, it supports all possible count-
ing queries on the full domain. A baseline instant strategy A just
uses the full global strategy matrix (A = A⇤), thus satisfying the
�rst requirement. To answer the �rst workload, we obtain the noisy
strategy responses for all nodes on the tree, thereby fully populat-
ing the cache and reusing the cached noisy responses for future
workloads. However, this instant strategy has a very high norm
kA⇤k, equal to the tree height log: (=) +1, where = is the full domain
size. Thus, answering the �rst workload would require spending a
high upfront privacy budget. Moreover, this high upfront cost may
not be amortized across future workload queries, for example, if
the future queries do not require many nodes on this tree. Future
workload queries may also have higher accuracy requirements, and
we would thus need to re-sample noisy responses to the entire tree
again, with a lower noise parameter.

To obtain a low norm strategy matrix, we only choose those
strategy queries from A⇤ that support the workload W. Intuitively,
we wish to �ll the cache with noisy responses to as many strategy
queries as possible, thus we should bias our strategy generation
algorithm towards the leaf nodes of the strategy tree. However, the
DP noisy responses for the strategy nodes would be added up to
answer the workload, and summing up responses to a large number
of strategy leaf nodes compounds the DP noise in the workload
response [13]. Thus, for each query in the workload W, we apply
a top-down tree traversal to fetch the minimum number of nodes
in the strategy tree (and the corresponding queries in A⇤) required
to answer this workload query. Then we include all these queries
into the instant strategy A for this workload W. The !1 norm of
the output strategy matrix is then simply the maximum number of
nodes in any path of the strategy tree, and it is upper-bounded by
the tree height. We present an example strategy generation below.
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Algorithm 3 Strategy Transformer (ST)
1: function ���������W�������(w, node E)
2: if E.query == w then return E

3: a ;
4: if E has children then
5: for child 2 of node E do
6: w2  O����������RCQ(w, node 2 .query)
7: if w2 < ; then
8: a a [ ���������S�������(w2 , node 2)
9: return a

Example 5.1. We continue with Example 3.1 shown in Figure 2,
for an integer domain [0, 8). For the single workload query W1 =
w = [0, 7), the �rst iteration of our SG workload decomposition
algorithm computes the overlap of w with its left child 21 = A⇤

[0,4)
as w21 = [0, 4) and the overlap with its right child 22 = A⇤

[4,8) as
w22 = [4, 7). The function only iterates once for the left child 21,
directly outputs that child’s range A⇤

[0,4) , as the base condition is
satis�ed (Line 2). In the next iteration for the right child 22, the
overlaps with both of its children are non-null ([4, 6) with A⇤

[4,6)
and [6, 7) with A⇤

[6,8) ), and the corresponding strategy nodes are
returned in subsequent iterations. Since A1 has no overlapping
intervals, kA1k1 = 1 < kA⇤k1.

The second workload W2 has two queries with range predicates
([2, 6), [3, 7)). The �rst workload query predicate requires the strat-
egy nodes A⇤

[2,4) and A⇤
[4,6) , whereas the second query requires the

following three nodes: A⇤
[3,4) ,A

⇤

[4,6) and A⇤
[6,7) . Hence, the second

instant strategy A2 is a set of all of these strategy nodes.
The global strategy has an !1 norm kA⇤k1 = 4. The matrix forms

of A1 and A2 can be generated as shown in Example 5.2. Both
strategy matrices improve over the global strategy in terms of their
!1 norms: A1 = 1 < kA⇤k1 and A2 = 2 < kA⇤k1. We observe that
though A⇤ is full-rank, due to the removal of strategy queries that
do not support the workloads, both A1 and A2 are not full rank. ⇤

We formalize our strategy generation algorithm in the recursive
function��������D�������� given in Algorithm 4. This function
takes as input a single workload query range interval w and a node
E on the tree T . It �rst checks if the input predicate matches the
range interval for the node E . If it does, it returns that range interval
(Line 2). Otherwise, for each child 2 of node E , it computes the
overlap w2 of the range interval of that child with the interval w
(Line 6). For instance, the overlap of the range interval [2, 6) with
[0, 4) is given by [(<0G){(0, 2)},min{(4, 6)}) = [2, 4). For each
child with a non-null range interval overlap, the function is called
recursively with that overlap w2 (Line 8). This function is called
with the root of the tree T , as the second argument, and returns
with the decomposition of w over all child nodes in the tree (a). It
is run for each workload RCQ w 2 W, and A simply includes the
union of each workload decomposition.

5.1.2 Full Rank Transformer (FRT). We transform an instant strat-
egy matrix A to a full rank matrix A by mapping the full domain
3><(R) of size = to a new partition of the full domain of =0  =
non-overlapping counting queries or buckets. The resulting parti-
tion should still support all the queries in the instant raw strategy
A output by our SG. For e�ciency, the partition should have the

Algorithm 4 Full-rank transformer (Section 5.1.2)
1: function ���T�������������M�����(A)
2: T = {A[0] }
3: for 8 in range(1, |A |) and A[8 ] 8 T do
4: if t · A[8 ] = 0 for all t 2 T then
5: T T[ {A[8 ] } ù Add a disjoint bucket A[8 ]
6: else
7: T0  {t 2 T | t · A[8 ] = 0}
8: for t in T and t · A[8 ] < 0 do
9: T0  T0 [ (t \ A[8 ]) [ (t � A[8 ])

10: T0  T0 [ (A[8 ] �
Õ

t2T0^t·A[8 ]<0 t)
11: T = T0

12: return T

13: function ���������S�������(A)
14: T ���T�������������M�����(A)
15: Initialize A as a |A | ⇥ |T | zero-valued matrix
16: for 8 in range( |A |) and 9 in range( |T |) do
17: if T[ 9 ] ✓ A[8 ] then
18: Set A[8, 9 ] = 1 ù Bucket 9 is contained in query 9

19: return A,T

smallest possible number of buckets such that the transformed strat-
egy A will be full rank. First, we de�ne a domain transformation
matrix T of size =0 ⇥= that transforms the data vector x over the full
domain to the partitioned data vector x, such that x = Tx. Using T,
we can then transform a raw A to a full-rank A.

De�nition 5.1 (Transformation Matrix). Given a partition of =0
non-overlapping buckets over the full domain 3><(R), if the 8th
value in 3><(R) is in the 9th bucket, T[ 9, 8] = 1; else, T[ 9, 8] = 0.

We elaborate exactly howwe create a transformation matrix T to
support strategy A, as presented in ���T�������������M�����
in Algorithm 4. To create T, ���T�������������M����� starts
with the �rst row of A (line 2), then iterates through the remaining
rows (line 3) updating the transformation matrix T as needed. If
row 8 is disjoint from all buckets, we simply add this row as a new
bucket (line 4). Otherwise, we construct a new bucket matrix T0.
To do this, we �rst copy all rows of T that do not intersect with the
current row of A (line 7). Then, for the buckets that do intersect,
we remove the intersection from that bucket and add a new bucket
containing the intersection (line 9). Finally, if the row of A is a
super-set of some buckets, we add the part of the row that is not
covered by the buckets as a new bucket (line 10).

The ���������S������� function in Algorithm 4 transforms A
toA, using the transformation matrix T to determine which buckets
are used for each query. We �rst initialize A to be the zero matrix
(line 15). For row 8 of A and row 9 of T, we compute whether bucket
9 is needed to answer row 8 by checking if T[ 9] ✓ A[8] (line 17).
If bucket 9 is needed, we set the corresponding entry of A to 1
(line 18).

Example 5.2. We considerA2 from example 3.1. The domain vector
x consists of the leaves of the tree depicted in Figure 2. We get the
following raw matrix form for A2.

A2 =

26666664

0 0 1 1 0 0 0 0
0 0 0 0 1 1 0 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 1 0

37777775
,A2 =

26666664

1 0 0 0
0 1 1 0
0 0 1 0
0 0 0 1

37777775
8
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We generate the full-rank form A2 above using T:

T =

26666664

0 0 1 1 0 0 0 0
0 0 0 0 1 0 0 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 1 0

37777775
Theorem 5.1. Given a global strategy A⇤ in a :-ary tree structure,
and an instant strategy A ✓ A⇤, ���������S������� outputs a
strategy A that is full rank and supports A.

The STmodule �nally outputs A,A, as well as the transformation
matrix, as it can be used to transform W. We use the full-rank
versions W, A for all invocations of the matrix mechanism (i.e.
computing WA+).

5.2 Strategy Expander
We recall that our goal with CacheDP is to use cached strategy
responses, in order to save privacy budget on new strategy queries.
Section 4 shows that MMM achieves this goal by directly reusing
accurate strategy responses from the cache for the basic instant
matrix, i.e., by selecting F ✓ C \ A. In this strategy expander (SE)
module, we provide e�cient heuristics to include additional cached
strategy entries out of C � A, to A to save more privacy budget.

Example 5.3. Consider the cache structure CA⇤ in Figure 2 and
a new workload W1 = {[0, 1), [0, 2), [2, 4)} and so A1 = {A⇤

[0,1)
,A⇤

[1,2) , A
⇤

[2,4) }. The cache includes entries for A⇤
[0,1) ,A

⇤

[1,2) at noise
parameter 1, as well as A⇤

[0,4) at 41. The MMM module decides to
reuse the �rst two cache entries, and pay for A⇤

[2,4) at 51, resulting
in the noise parameter vector b1, as depicted in Figure 5. The SE
problem is deciding which cached responses (such as A⇤

[0,4) ) can be
added to the strategy to reduce it’s cost.

Consider a strawman solution to choosing cache entries: we
simply add all strategy queries from C � A to A, in order to obtain
an expanded strategy A4 . Prior work by Li et al. [18, Theorem 6]
suggests that adding more queries to A always reduces the error
of the matrix mechanism. However, their result hinges on the as-
sumption that all strategy queries are answered using i.i.d draws
from the same Laplace distribution [18]. Our cached strategy noisy
responses can be drawn at di�erent noise parameters in the past,
and thus Li et al’s result does not hold. In our case, the error term for
the expanded strategy is given by:WA+

4 diag(b4 ) (Proposition 4.2).
In Figure 5, we present a counterexample for Li et al.’s result.

Example 5.4. Continuing Example 5.3, we expand A1 to A14 by
adding a row A⇤

[0,4) . In Figure 5, we compute the U2-expected error
using both A1 and A14 and �nd that A14 has a larger error term.

We can see that the strawman solution can lead to a strategy with
an increased error term. Importantly, this �gure shows that adding
a strategy query results in changed coe�cients inWA+

4 , that is, this
added query changes the weight with which noisy responses to the
original strategy queries are used to form the workload response.
The added strategy query response must also be accurate, since
adding a large, cached noise parameter to b4 will also likely increase
the magnitude of the error term (recall the example in Figure 3).

In an optimal solution to this problem, one would have to con-
sider adding each combination of cache entries from C � A. This

W1 =
266664
1 0 0
1 1 0
0 0 1

377775
, A1 = �3 =

266664
1 0 0
0 1 0
0 0 1

377775
, b1 =

266664
1
1
51

377775

A14 =

26666664

1 0 0
0 1 0
0 0 1
1 1 1

37777775
, b14 =

26666664

1
1
51
41

37777775
W1A+

13806(b1) =
266664
1.001 0 0
1.001 1.001 0

0 0 5.001

377775
W1A+

143806(b14 ) =
266664

0.7501 �0.2501 �1.251 1.001
0.5001 0.5001 �2.501 2.001
�0.2501 �0.2501 3.751 1.001

377775
kW1A+

13806(b1)k = 2812, kW1A+
143806(b14 )k = 29.112

Figure 5: An input instant strategy A1 is expanded to a strat-
egy A14 . Using their noise parameter vectors (b1, b14 ), we can
see that A14 has an error term of larger magnitude.

induces an exponentially large search space of $ (2 |C |
) possible

solutions for A4 . Then for each candidate A4 we need to evaluate
this error term and compare it to the error for the original strategy.
We provide an example in Figure 5. Instead of navigating this large
search space for A4 , we propose a series of e�cient heuristics to ob-
tain a greedy solution to this problem, as presented in Algorithm 5.
In designing our algorithm, we have three goals:
(1) Search space: Reduce the search space from $ (2 |C |

) to $ ( |C|).
(2) E�ciency: Ensure that the additional strategy rows do not sig-

ni�cantly increase the run-time of CacheDP .
(3) Greediness: Select strategy rows that are most likely to reduce

the privacy budget from that for MMM (nP).
We achieve the �rst goal above by conducting a single lookup over
cache entries in C � A (Line 3), which would only incur a worst-
case complexity of$ ( |C|). We limit the number of selected cached
strategy rows to _ (Line 4), thereby achieving our second goal of
e�ciency. Our greediness heuristics to select a strategy query are
based on the two aforementioned factors that impact the workload
error term, namely, the accuracy of its cached noisy response, and
how the noisy response is related to noisy responses to the original
strategy.

First, we must ensure that the strategy queries selected from
C � A are accurate enough. Before conducting our cache lookup,
we sort our cache entries in increasing order of the noise parame-
ter, therefore our algorithm greedily prefers more accurate cache
entries. Recall that theMMM.��������P������B����� interface
outputs the noise parameter 1P. Just as we used 1P to compute F,
we can also use it to select cache entries for A4 that are at least as
accurate as other entries in F. These accurate cached responses will
likely improve the accuracy of the workload response. Thus, out of
cache entries in C � A, we only consider cache entries whose noise
parameter is lower than 1P (Line 4).

Second, our heirarchical global strategy A⇤ structures cache en-
tries, and induces relations between the cached noisy responses.
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Algorithm 5 Strategy Expander (SE) (Section 5.2)

1: function ��������E�������S�������(A, C, 1P)
2: A4  A
3: for (a,1, ~̃, C) 2 (C � A) in an ascending order of 1 do
4: if |A4 | � |A| + _ or 1 > 1P then
5: Break
6: if a0 · a < 0 for some a0 2 A then
7: A4  A4 [ {a}
8: (A4 ,T4 )  ST.���������S�������(A4 ) ù Section 5.1
9: return A4 ,A4 ,T4

The constrained inference problem focuses on minimizing the error
term for multiple noisy responses, while following consistency con-
straints among them, as described by Hay et al. [13]. For example,
if we add the strategy queries corresponding to the siblings and
parent nodes of an existing query in A, we obtain an additional
consistency constraint which tends to reduce error. However, if we
only added the sibling node, we would not have seen as signi�cant
(if any) improvement. Thus, our second greedy heuristic, in line 6,
ensures that each query a added to A4 is a parent or a child of an
existing query a0 2 A.

The SE algorithm generates an expanded strategy A4 and trans-
forms it to its full-rank form A4 (Line 8). The privacy budget for A4
is estimated using theMMM.��������P������B����� interface.
We encapsulate SE as a module rather than integrate it with MMM,
since our heuristics might fail and A4 might cost a higher privacy
budget than the A used by MMM (as illustrated in Example 5.4).
Since Algorithm 1 chooses to run the ������W������� interface
for the module and strategy with the lowest privacy cost, in the
above case, A4 is simply not used. We evaluate the success of our
heuristics both experimentally and theoretically in Appendix D.

5.3 Proactive Querying
The proactive querying (PQ) module is an optional module for
MMM. The MMM obtains fresh noisy responses only for the paid
strategy matrix P, and inserts them into the cache. The goal of
the PQ module is to proactively populate the cache with noisy
responses to a subset �P out of the remaining, non-cached strategy
queries of the global strategy (A⇤ � C � P), where P corresponds
to the raw, non-full rank form of P. Thus, we run the PQ module
in the function MMM.������W�������(·) after obtaining the
paid strategy matrix P. Our cache-aware modules, including MMM,
RP and SE, can use the cached noisy responses to �P to answer
future instant strategy queries. We wish to satisfy this goal without
consuming any additional privacy budget over the MMM.

We �rst motivate key constraints for the PQ algorithm. First,
we do not assume any knowledge of future workload query se-
quences. However, all future workload queries will be transformed
into instant strategy matrices, and our cache-aware mechanisms
will lookup the cache for cached strategy rows. Second, we also do
not know the accuracy requirements for future workload queries.
Future workloads may be asked at di�erent accuracy requirements
than the current workload. Thus, we choose to obtain responses to
�P at the highest possible accuracy requirements without spending
any additional privacy budget over that required for P by MMM,
which is n = kPk11P

. Our key insight is to generate �P ✓ (A⇤�C�P)

such that kP [ �Pk1 = kPk1. Therefore, answering both instant
strategies (P and �P) with the Laplace mechanism using 1P costs
no more privacy budget than simply answering P at 1P.

We present the function ������P��������N���� for generating
�P in Algorithm 6. We formulate this algorithm in terms of the the
:-ary tree representation of the global strategy A⇤, denoted by T .
(We assume this is a directed tree with directed edges from the root
to leaves and all paths refer to paths from a node to its leaves.) For
a node E 2 T , we de�ne a binary function MP (=) to indicate if its
corresponding query E .query is in P.

De�nition 5.1. We de�ne the subtree norm of a node E as the
maximum number of marked nodes across all paths ? from node
E-to-leaf in the subtree of E , i.e.,

SP (E) = max
?2subtree(E)

’
E2?

MP (E) (9)

The subtree norm of a node can be computed recursively as the
sum of the mark function for that node and the maximum subtree
norm of all of its children nodes, if any. The proactive module
�rst recursively computes the subtree norm of each node before
generating �P. This step requires a single top-down traversal of
the strategy decomposition tree. Given that the children of each
node have non-overlapping ranges, the subtree norm enables us to
de�ne the !1 norm of P:

Lemma 5.1. The !1 norm of the P matrix is equal to the subtree
norm of the root of the tree with marked nodes corresponding to
P:

SP (T .root) = kPk1 (10)

Our proactive strategy generation function, ��������P�����
����S�������, is presented in Algorithm 6. This function conducts
a recursive top-down traversal of the strategy decomposition tree
(line 9), and outputs a list of nodes to be fetched proactively into �P,
such that the sum of the number of marked nodes and proactively
fetched nodes for each path in the tree is at most kPk1.

Lemma5.2. The proactive strategy�P generated by ��������P�����
����S������� for an input P satis�es the condition:

8 paths ? 2 T ,
’
E2?

MP[�P (E)  SP (T .root) = kPk1 (11)

The second argument A in the function ������P��������N����
represents the number of remaining nodes that can be fetched
proactively for the subtree originating at node E . Thus in the �rst
call, we pass the root node for the �rst argument, and the second
argument is initially set to kPk1. We decrement A whenever we
encounter a marked node (line 2) or when we add a node to the
proactive output list (line 5). In the latter case, we require that the
node is not cached and that A is greater than the subtree norm
of the node, SP (E) or B , as seen in line 4. This condition ensures
that we can safely add node E to the proactive list, while achieving
Equation (13). (We prove all PQ module lemmas and theorems in
Appendix A.4.)

Theorem 5.2. Given a paid strategy matrix P Algorithm 6 outputs
�P such that kP [ �Pk1 = kPk1.

10
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Algorithm 6 Proactive Querying (PQ) (Section 5.3)
1: function ������P��������N����(node v, A , C, �P)
2: if E.query 2 P then
3: A  A � 1
4: else if E.query 8 C and E.s < A then
5: �P �P[ {E.query}
6: A  A � 1
7: if A > 0 and E has children then
8: for child 2 of node E do
9: ������P��������N����(node c, A , C, �P)
10: return

Algorithm 7 Relax Privacy (RP) (Section 6)
1: function ������W�������(C,A,W, x)
2: (>  ỹ> � A>x ù Old noise vector for A> .
3: (  ���N����D���((> ,1> ,1) ù Koufogiannis et al. [17]
4: ỹ A>x + ( ù New noisy responses to A>

5: Update cache CA⇤ with (A> ,1, ỹ, C=current time)
6: ỹ0  ỹ for A ✓ A> ù New noisy responses to A
7: returnWA+~̃0

8: function ��������P������B�����(C,A,W,U, V)
9: 1  MMM.��������P������B�����( C = ;, A, W, U, V)
10: C  {· · · (AC , ỹC , 1C ) } ù Group queries in C by timestamp.
11: ('%  A9 2 CC=9 |A9 ◆ A ù Keep only those AC that contain A
12: if ('% = ; then
13: return “RP cannot run for this input A.”
14: > = argmin

9
n'% ,9 =

kA9 k1
1 �

kA9 k1
19

ù A> has the lowest RP cost

15: return 1> , n'% ,> ù Cached noise parameter, RP cost for A>

Example 5.5. In Figure 2, we apply our proactive strategy gen-
eration function to to P2 = {A⇤

[2,4) ,A
⇤

[3,4) } for W2 in our example
sequence. We annotate each node with the values of A and E .B from
line 4 in function ������P��������N����. The tree nodes A⇤

[4,8) ,
A⇤
[0,2) , A

⇤

[0,1) , A
⇤

[1,2) , A
⇤

[2,3) and A⇤
[7,8) satisfy the condition A > E .B .

All nodes other than A⇤
[7,8) are output into �P2; the latter node is

excluded since it is cached from A1 for W1. Note that �P2 does not
only consist of disjoint query predicates. For example, A⇤

[0,2) and
A⇤
[0,1) overlap. However, SP2 (T ) = SP2[�P2 (T ) = 2.

5.3.1 Integration. The MMM ������W������� function per-
turbs �P with the same noise parameter as for P, namely 1P, to
obtain the noisy responses ỹ�P. It then updates the cache C with
{(p0,1P, ~̃, C) | p0 2 �P, ~̃ 2 ỹ�P}. We observe that we do not an-
swer the analyst’s workload query W using ỹ�P. Importantly, this
is the reason why we do not incorporate �P in estimating 1P in
our MMM cache-aware cost estimation function. The PQ module
can also be used while the SE module is turned on. Algorithm 6
can also be applied to multi-attribute strategies, as we discuss in
Section 7.

6 RELAX PRIVACY MECHANISM
When exploring a database, a data analyst may �rst ask a series
of workloads at a low accuracy (spending n1), and then re-query
the most interesting workloads at a higher accuracy (spending
n2 > n1). (The repeated workload can also be asked by a di�erent
analyst.) The cumulative privacy budget spent by the MMM will

be n1 + n2 due to sequential composition. The goal of the Relax
Privacy module is to spend less privacy budget than MMM on such
repeated workloads with higher accuracy requirements.

Koufogiannis et al. [17] re�ne a noisy response at a smaller n1, to
a more accurate response at a larger n2, using only a privacy cost of
n2 � n1 [17, 25]. However, their framework only operates with the
simple Laplace mechanism. Thus, we achieve the aforementioned
goal by closely integrating their framework [17] with the matrix
mechanism and our DP cache. This design of the RP module meets
a secondary goal, namely, our RP module handles not only repeated
analyst-supplied workloads, but also di�erent workloads that result
in identical strategymatrices.We exploit the fact that othermodules,
such as the PQ module, also operate over the matrix mechanism
and DP cache. Therefore, our RP module can be seen as generalizing
these frameworks to operate over more workload sequences.

6.1 Estimate Privacy Budget Interface
We �rst describe the ��������P������B����� interface for RP,
and as with the MMM, it estimates the privacy budget required
by the RP mechanism. The privacy budget required for the RP
mechanism is de�ned as the di�erence between the new or target
privacy budget for the output strategy noisy responses ỹ to meet
the accuracy guarantees, and the old or cached privacy budget
(nC ) that cached responses to A were obtained at. The target noise
parameter is the noise parameter required by the cacheless MM to
achieve an (U, V)-accuracy guarantee forW,A. It can be obtained
by running the ��������P������B����� of MMM with an empty
cache (line 9). Then the main challenge of this interface is to choose
which past strategy entries should be relaxed by the RP mechanism,
based on the smallest RP cost as de�ned above.

Each strategy query a 2 A may be cached at a di�erent times-
tamp. Relaxing each such set of cache entries across di�erent
timestamps, through sequential composition, requires summing
over the RP cost for each set, and can thus be very costly. For
simplicity, we design the RP mechanism to relax the entirety of
a past strategy matrix, rather than picking and choosing strategy
entries across di�erent timestamps. Our RP cache lookup condition
groups cache entries by their timestamps to form cached strategy
matrices (Line 10), and identi�es all candidate matrices that include
the entire input strategy (Line 11). The inclusion condition (instead
of an equality) allows proactively fetched strategy entries to be
relaxed, at no additional cost to relaxing A 9 . If answering A using
the cache requires: (1) composing cache entries spanning multiple
timestamps, or (2) composing cache entries at one timestamp and
paid (freshly noised) strategy queries at the current timestamp, then
the RP cost estimation interface simply returns nothing (Line 12)
and CacheDP will instead use another module.

Example 6.1. Suppose that the workloads shown in Figure 2 have
been asked in the past at U1, and have been answered through
MMM, as discussed in Example 5.5. Now W3 = {[3, 8)} is asked at
U3 < U1. We have A3 = {[3, 4), [4, 8)}. Thus A3 ⇢ P2 [ �P2, and
the RP module relaxes all of A3,'% = P2 [ �P2 from U1 to U3.

For each candidate cached strategy matrix A 9 , we compute the
RP cost to relax its cached noisy response vector ỹ9 from 1 9 to the
new target 1 as n'%, 9 . Lastly, the RP module chooses to relax the
candidate past strategy A 9 with the minimum RP cost (Line 14).
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Importantly, we only seek to obtain accuracy guarantees overWA+,
and not overWA+

> , and thus we compute the target noise parameter
1 based on the input strategy matrix A (Line 9), rather than the
optimal cached candidate A> . For the chosen cached strategy matrix
A> , we return the cached noise parameter 1> and the RP cost n'%,> .

6.2 Answer Workload Interface
The RP ������W������� interface is a straightforward applica-
tion of Koufogiannis et al.’s noise down module. The ��������P���
����B����� interface records the following parameters: the opti-
mal cached or old strategy to relax (A> ), its cached noisy response
(~̃> ), the cached noise parameter (1> ) and the target noise parameter
(1). We �rst compute the Laplace noise vector used in the past (> ,
by subtracting the ground truth for the cached old strategy A>x
from the cached noisy response ~̃> (line 2). We can now supply
Koufogiannis et al.’s noise down algorithm with the old noise vector
(> , the cached noise parameter 1> , and the target noise parameter
1. This algorithm draws noise from a correlated noise distribution,
and outputs a new, more accurate noise vector at noise parameter
1 (line 3) [17, Algorithm 1]. We can simply compute the new noisy
response vector to ~̃> using the ground truth and the new noise
vector (line 4). We then update the cache with the new, more accu-
rate noisy responses, which can be used to answer future strategy
queries (line 5). Finally, we do not need the noisy strategy responses
to A> � A to answer the data analyst’s workload, and so we �lter
them out to simply obtain new noisy responses ~̃0 to A (line 6).
We use ~̃0 to compute the workload response and return it to the
analyst (line 7).

7 MULTIPLE ATTRIBUTE WORKLOADS
We extend CacheDP to work over queries with multiple attributes.
We de�ne a single data vector x over dom(R) as the cross product
of 3 single-attribute domain vectors. It represents the frequency of
records for each value of a marginal over all attributes. However,
|x| and thus |C| could be very large due to the cross product.

We observe that not all attributes may be referenced by analysts
in their workloads. Suppose that each workload includes marginals
over a set of attributes (A 2 '. That is, each marginal w 2 W
includes |(A | = :  3 RCQs, with one RCQ over each attribute
(w =

Œ:
9 w 9 ). These workloads would share a common, smaller

domain and hence a data vector x(A =
À:3

8=1 xA8 . Similarly,
instead of creating a large cache, we create a set of smaller caches,
with one cache C(A for each unique combination of attributes (A
encountered in a workload sequence. Cache entries can thus be
reused across workloads that span the same set of attributes. The
entries of each smaller cache C(A are indexed by its associated
domain vector x(A

.

Example 7.1. Consider three attributes with 3><(A1) = [0, 4),
3><(A2) = [0, 8), and 3><(A3) = [0, 2). The analyst supplied
a workload sequence of RCQ over di�erent sets of attributes: W1
over (1 = {A1,A2}, W2 over (2 = {A2,A3} and then W3 over
(3 = (1 = {A1,A2}. Then W1 and W3 are answered using the
same domain vector x(1 = xA1 ⌦ xA2 and a cache indexed over
it, C(1 . However, W2 is answered using a di�erent domain vector
x(2 = xA2 ⌦ xA3 and the corresponding cache C(2 .

Our cache-aware MMM, SE and RPmodules can be extended triv-
ially to the multi-attribute case, since these modules would simply
operate on the larger domain vector. However, in order to generate
A, the ST module relies on a :-ary strategy tree, corresponding
to A⇤ for the single-attribute case. Thus, we extend the ST and
PQ modules by de�ning this global strategy tree using marginals
over multiple attributes. Our extended ST and PQ modules serve as
a proof-of-concept that other modules can be extended for other
problem domains.

For a given workload W that spans a set of attributes (A , we can
use the single-attribute strategy tree T8 for each attribute A8 2 (A
to construct a multi-attribute strategy tree T for W, as follows.
Intuitively, x consists of marginals that are constructed by taking
each unit value in 3><(A8 ), and forming a cross product with each
unit value in the 3><(A8+1), and so on. Unit values in 3><(A8 )

are represented by leaf nodes on its strategy tree T8 , as illustrated
in Figure 2. Thus, we form a two-attribute strategy tree T over A1
and A2, by attaching the tree T2 to each leaf node for the tree T1.
(We can then simply extend this de�nition to : = k(A k attributes
in W.) Nodes on T either represent marginals over these attributes
or sums of marginals. In particular, the leaf nodes on T represent
the unit value strategy marginals over A1 and A2.

We can thus decompose each workload marginal w in terms of
nodes on this tree T . In the �rst step, we decompose each single-
attribute marginal w8 following our single-attribute ����������
W������� function (Algorithm 4) to get a set of single-attribute
strategy nodes a8 . The second step is run for all but the last (:th)
attribute: in this step, we further decompose a8 in terms of the leaf
nodes on tree T8 , to obtain aleaf,9 . In the �nal step, we compute
the cross-product of the single-attribute strategy nodes aleaf,9 , over
all 9 , and a �nal cross product with the decomposition of the :th
attribute, a: , to form the strategy marginal a for the workload
marginal w, as follows: a =

À:�13
8=1 aleaf,9 ⌦ a: .

To determine the order in which to decompose the attributes, we
�rst compute the minimum granularity needed for each attribute
to be able to answer the workload. We then sort the attributes in
acceding order of granularity. The intuition is that this should result
in the least amount of noise compounding for the lowest attribute
on the tree. Each decomposition is greedy in that we only go down
to the minimum granularity for the given workload and not to
the leaf nodes. This further reduces the noise compounding of our
approach.

We design the above strategy transformer such that our PQ
module can easily be applied to the structure. The only di�erence
is that the ��������P��������S������� algorithm is run over the
strategy tree for the combination of attributes in the workload ((A )
rather than the global tree structure. The PQ module can thus add
queries for any subset of attributes in (A , prioritizing nodes higher
up in the tree, which correspond to fewer number of attributes.
In practice, this is preferable as it focuses on expanding the areas
an analyst has already shown interest in rather than completely
unrelated attributes.

Example 7.2. Consider the �rst workload in the sequence in Ex-
ample 7.1. It consists of one marginal tuple over attributes A1 and
A2: (W = [0, 3)A1, [1, 6)A2). We denote the global strategy matrix
for attribute 8 as A8⇤. We decompose the RCQ for each attribute in
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Dataset A���� [15] T��� [1] P����� [2, 8]
Size 48842 ⇥ 14 1028527 ⇥ 19 500, 000 ⇥ 12
Tasks BFS (Age) BFS (Lat, Long) IDEBench
(Attributes) DFS (Country) DFS (Lat, Long) (8 out of 12)

Table 2: Datasets, their sizes, and associated tasks, with the
attributes or number of attributes used in each task.

the marginal, using our single attribute strategy generator. Thus:
AA1 = {A1⇤

[0,2) ,A1
⇤

[2,3) } and AA2 = {A2⇤
[1,2) ,A2

⇤

[2,4) ,A2
⇤

[4,6) }. We
then construct the two-attribute strategy marginals as the cross
product of these RCQs: A = AA1

À
AA2 = {(A1⇤

[0,2) ,A2
⇤

[1,2) ),

(A1⇤
[0,2) ,A2

⇤

[2,4) ), (A1
⇤

[0,2) ,A2
⇤

[4,6) ), (A1
⇤

[2,3) ,A2
⇤

[1,2) ), (A1
⇤

[2,3) ,A2
⇤

[2,4) ),

(A1⇤
[0,2) ,A2

⇤

[4,6) )}

8 EVALUATION
We conduct a thorough experimental evaluation of CacheDP . We

focus on our primary goal, namely, reducing the cumulative privacy
budget of interactive workload sequences over baseline solutions
(Section 8.2.1), while still meeting the accuracy requirements (Sec-
tion 8.2.2) and incurring low overheads (Section 8.2.3). We assess
how often each module is used, and quantify its impact on the
privacy budget, through our ablation study in Section 8.3.

8.1 Experimental Setup
8.1.1 Baseline Solutions. We consider a number of baseline, accuracy-
aware solutions from the literature to compare with CacheDP .

APEx [11]: APEx is a state-of-the-art accuracy-aware interac-
tive DP query engine. APEx consumes accuracy requirements in the
form of an (U, V) bound (see De�nition 2.2). APEx treats all work-
load queries separately and has no cache of previous responses.

APEx with cache: We simulate APEx with a naive cache of all
past workloads and their responses. If a client repeats a workload
asked in the past by any client, with the same or a lower accu-
racy requirement, we do not count its privacy budget towards the
cumulative budget spent by APEx with cache.

Pioneer [25]: Pioneer is a DP query engine that incorporates a
cache of previous noisy responses to save the privacy budget on
future queries. Pioneer expects the accuracy over its responses in
the form of a target variance. Since Pioneer can only answer single
range queries, we decompose all workloads into single queries for
our evaluation, and let Pioneer answer them sequentially.
8.1.2 Datasets and Interactive Exploration Tasks. We use three
datasets: the 1994 US Census data in the A���� dataset [15] (48842
rows ⇥14 attributes), a log of NYC yellow taxi trip records from
2015 in the T��� dataset [1] (1028527 ⇥ 19), and US domestic �ight
records in the P����� dataset [2, 8] (500, 000⇥12). The T��� dataset
is used to model a single strategy tree over a pair of correlated (Lat,
Long) attributes. Each node on the tree (or a range query) represents
a rectangle of area on a map, and each level on the tree splits each
node’s rectangle into its quarters.

BFS and DFS tasks: A common data exploration task involves
traversing a decomposition tree over the domain [32], by progres-
sively asking more �ne-grained queries over a subset of the domain.
In each iteration, the analyst decomposes each query in the past
workload whose noisy response satis�es a certain criteria, into :

new children queries on the attribute decomposition tree. In the
BFS task, the analyst explores only past queries with a su�ciently
high noisy count. The BFS task thus returns the smallest subsets of
a domain that are su�ciently populated.

Whereas in a DFS task, the analyst focuses on past queries with
a su�ciently low non-zero count (i.e. underrepresented subgroups).
A DFS task terminates if a query’s noisy count is non-zero and
falls within the low DFS threshold range. In the DFS task, when the
analyst reaches a leaf nodewithout �nding a nodewith a su�ciently
low count, they backtrack a random number of steps up the tree,
and resume the search with the second smallest node at that level.
We group the range queries that satisfy the BFS or DFS criteria,
into a single workload per level of the tree.

Randomized range queries (RRQ) over synthetic data: We
replicate the evaluation of Pioneer [25] through 50, 000 randomized
range queries over a synthetic dataset. We �x a domain size of
< = 1, 000 such that each range query is contained in (0,<). Each
query is in the form of (B, B + ✓) where B and ✓ are both selected from
a normal distribution with the following mean (`) and standard
deviation (f): `B = 500, fB = 10, `✓ = 320, and f✓ = 10. The accuracy
requirement is supplied as an expected square error, which is also
selected from a normal distribution with ` = 250000,f = 25000.

IDEBench for Multi-Attribute queries: Eichman et al. de-
velop a benchmarking tool to evaluate interactive data exploration
systems [8]. We use this tool to construct a sequence of exploration
workloads for a multi-attribute case study over the P����� dataset.
Speci�cally, we extract the SQL workloads for their 1 : # case
where each query triggers an additional # dependent queries [8].
We simplify these queries for easy integration with our prototype.

8.1.3 Client Modelling. We model multiple data analysts querying
the aforementioned systems, as clients. We schedule the clients’
interactions with each system by randomly sampling clients, with
replacement, from the set of clients until no queries remain. A client
chooses the accuracy requirements and task parameters for each
run of the experiment independently and at random.

8.1.4 Experiment setup. We run the BFS and DFS tasks with 2 = 25
clients and the IDEBench task with 2 = 10 clients. (We only run
the RRQ task with a single client, to precisely replicate the Pioneer
paper. Since Pioneer can only work with a single attribute, we do
not run it for tasks over the T��� or P����� datasets.) We detail
the accuracy requirements and task parameters in the full paper.
The BFS and DFS tasks are conducted over the Age and Country
attributes of the A���� dataset respectively. Both tasks are also
run over the Latitude (Lat) and Longitude (Long) attributes of the
T��� dataset. Each client randomly draws the minimum threshold
for their BFS and the maximum threshold for their DFS. The BFS,
DFS and IDEBench tasks consume (U, V) accuracy requirements,
with �xed V = 0.05 across all clients. Each client randomly selects
U = UB |⇡ | for UB 2 [0.01, 0.16], with step size 0.05.

8.2 End-to-end Comparison
8.2.1 Privacy Budget Comparison. We repeat each interactive ex-
ploration task # = 100 times, and we compute the average cu-
mulative privacy budget for our solution CacheDP and baselines
(APEx, APEx with cache, Pioneer) over all # experiment runs. We
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(a) BFS - Adult (Age attribute) (b) DFS - Adult (Country attribute) (c) RRQ - Synthetic (1D)

(d) BFS - Taxi (Lat, Long attributes) (e) DFS - Taxi (Lat, Long attributes) (f) IDEBench - Planes (multiple attributes)

Figure 6: Average cumulative privacy budget comparison between CacheDP and baselines (APEx, APEx with cache, Pioneer).

plot the mean and 95% con�dence intervals in Figure 6. We have
two hypotheses:

H1 The baselines arranged in order of increasing cumulative pri-
vacy budget should be: APEx, APEx with cache, Pioneer.
H1.1 Pioneer should outperform APEx with cache, since Pio-

neer saves privacy budget over any related workloads,
whereas APEx with cache only saves privacy budget over
repeated workloads.

H1.2 Baselines with a cache (APEx with cache, Pioneer) should
outperform the baseline without a cache (APEx).

H2 CacheDP should outperform all baselines.

First, we observe that hypothesis H1 holds for all tasks, other
than the single-attribute BFS and DFS tasks (Figures 6a, 6b). Since
we decompose each workload into multiple single range queries for
Pioneer, this sequential composition causes it to performworse than
APEx without a cache in the BFS task, and thus hypothesis H1.1
is violated. For the same reason, APEx with cache outperforms
Pioneer for the single-attribute DFS task, and so, hypothesis H1.2 is
violated. Though, we note that hypothesis H1.2 holds for the RRQ
task (Figure 6c). Our Pioneer implementation replicates a similar
privacy budget trendline to the original paper [25, Figure 15].

Hypothesis H2 holds for all tasks, and the cumulative privacy
budget spent by CacheDP scales slower per query, by at least a
constant factor, over all graphs. We note that in the RRQ task
(Figure 6c), CacheDP spends more privacy budget upfront than the
other systems, since these systems use the simpler Laplace Mecha-
nism, which is optimal for single range queries over our underlying
Matrix Mechanism. However, any upfront privacy budget spent
by CacheDP is used to �ll the cache, which yields budget savings
over a large number of workloads, as CacheDP requires an order of

magnitude less cumulative privacy budget than the best baseline
(Pioneer). We observe that even in the computationally intensive
tasks due to larger data vectors for two attributes (Figures 6d, 6e)
and multiple attributes (Figure 6f), CacheDP outperforms the best
baseline (APEx with cache), by at least a factor of 1.5 for Figure 6f.

For both DFS tasks (Figures 6b, 6e), since each experiment can
terminate after a di�erent number of workloads have been run,
we observe large con�dence intervals for higher workload indices
for each system. CacheDP simply returns cached responses to a
workload if they meet the accuracy requirements, whereas our
simulation forAPEx with cache resamples noisy workload responses
and may traverse the tree again in a possibly di�erent path. Relaxed
accuracy requirements from di�erent clients can lead to frequent re-
use of our cache (Section 8.1.4), and thus, we �nd that in Figure 6e,
CacheDP ends the DFS exploration faster than APEx with cache.

8.2.2 Accuracy Evaluation. Wemeasured the empirical error of the
noisy responses returned by all systems and found that they meet
the the clients’ (U, V) accuracy requirements. Cached responses
used by CacheDP commonly exceed the accuracy requirements.
Speci�cally, when all strategy responses are free, CacheDP will
always return the most accurate cached response for each strategy
query, even if the current workload has a poorer U .

8.2.3 Overhead Evaluation. We compute the following storage and
computation overheads for all systems, averaged over all # experi-
ment runs: (1) cache size in terms of total number of cache entries
at the end of a run, and (2) workload runtime, averaged over all
workloads in a run. In Table 3, we present these overheads for
representative tasks. (Since our simulation for APEx with cache
only di�ers from APEx by a recalculation of the privacy budget
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Figure 7: Average cumulative cache size and runtime of
CacheDP , versus the number of attributes, for the IDEBench
task.

(Section 8.1), the latter has the same runtime as the former.) Our
cache size is limited by the number of nodes on our strategy tree,
and so for the RRQ task, which has 50: workloads, CacheDP has a
smaller cache size than the baselines. Whereas, in tasks with fewer
workloads, such as the IDEBench task, our PQ module inserts more
strategy query nodes into the cache, and thus, signi�cantly in-
creases our cache size over the baselines. Nevertheless, since our
cache entries only consist of 4 �oating points (32B), even a cache
with ⇡ 25: entries would be reasonably small in size (⇡ 800:⌫).
In terms of runtime, CacheDP only takes a few seconds per work-

load for single-attribute tasks, such as the DFS task, thereby match-
ing other cached baselines. With an increase in the number of
attributes, as observed in the IDEBench task, we �nd that the cumu-
lative cache size and runtime ofCacheDP scales linearly. Speci�cally,
IDEBench workloads require computations over a larger data vec-
tor that spans many attributes. Yet, non-optimized CacheDP only
takes around 6 minutes per workload for the IDEBench task, and
performs slightly better than APEx with cache.

We illustrate how the cumulative cache size and runtime of
CacheDP scales with the number of attributes for the IDEBench
task in Figure 7. We note that the x-axis corresponds to a total of
27 IDEBench workloads. We consider multiple clients in Table 3,
whereas we only consider one client in Figure 7.1 We also note that
increasing the number of records in the database only impacts the
size of the data vector in the pre-processing stage, and does not
impact the size of the cache.

We can see that both observed variables scale approximately lin-
early with the number of attributes. The cache size can be limited
by identifying inaccurate cache entries that can be replaced, while
inserting new noisy responses, in each module. The MC simulation
forms the bottleneck for the runtime, when the number of attributes
remains small, whereas the matrix multiplication becomes the main
bottleneck as the number of attributes increases. The MC simula-
tion can be avoided entirely, by expressing the desired accuracy

1Since this single client will not experience fully cached, accurate workload responses,
we �nd an order of magnitude worse runtime overheads than simply by multiplying
the average in Table 3 by the number of IDEBench workloads. Thus this plot shows
worst-case runtimes for the IDEBench task.

through expected variances instead of the (U, V) requirements. Our
implementation can be optimized with fast matrix multiplication
algorithms to achieve smaller runtimes.

8.3 Ablation study
Each of our modules contribute di�erently to the success of our

system across di�erent workloads. We conduct an ablation study in
two parts analyzing our modules. First, we analyze the frequencies
at which each module is selected to answer a workload, and sec-
ond, we run a study to quantify the impact of each module on the
cumulative privacy budget. We begin with our frequency analysis,
noting that a module is chosen to answer a given workload if it is
estimated to cost the lowest privacy budget. We only include the
MMM, RP, and SE modules in this analysis, since the PQ module is
not involved in the cost estimation stage. We present the number
of times each module is chosen to answer a workload in each of the
BFS, DFS, RRQ and IDEBench tasks, averaged over # = 100 runs, in
Table 4. If MMM reports n = 0 for a workload, CacheDP simply uses
MMM to answer the workload using cached responses, and it does
not run RP or SE modules. We thus separately record the number of
free workloads per task in the �rst row of Table 4. First, we observe
that most workloads for each task are free, indicating that using
solely the cached strategy responses, CacheDP can successfully
answer most workloads for these tasks.
Second, considering all non-free workloads, each of the modules

are used the most frequently for at least one task. SE is chosen most
frequently for the BFS and DFS tasks, answering 52% and 64% of
non-free workloads respectively. Furthermore, for many workloads
in these tasks, we observed that MMM had n > 0 cost, but under SE,
these workloads became free (n = 0). RP is chosen most frequently
for the IDEBench task (57%), whereas MMM is used most frequently
for the RRQ task (69%). Thus, we can see that each module plays a
role in CacheDP’s performance in one or more tasks.
We also run a study to quantify savings in the cumulative privacy

budget due to eachmodule.We rerun our single-attribute tasks (BFS,
DFS, RRQ) while disabling each of our modules (MMM, SE, RP, PQ)
one at a time, and present the cumulative privacy budget consumed
by each such con�guration in Figure 8. The standard con�guration
consists of all modules turned on. (Turning an e�ective module
o� should lead to an increase in the cumulative privacy budget,
in comparison to the standard con�guration.) First, we observe
that the standard con�guration performs the best in all three tasks,
while considering CI overlaps. Therefore, data analysts need not
pick which modules should be turned on in order to answer a
workload sequence with the lowest privacy budget. Second, the
PQ module signi�cantly lowers the cost for the BFS and RRQ task,
proactively fetching all (⇡ 12) queries in a BFS workload at the cost
of one strategy node. Third, the RP module also lowers the cost for
BFS, when the same workload is repeated by other clients.
Fourth, turning the SE module o� only contributes to minor di�er-
ences in the cumulative privacy budget (⌫2 ). However, the reader
may expect that turning the SE module o� would lead to a higher
⌫2 , since based on the frequency analysis, the SE module is most
frequently chosen to answer non-zero workloads for the BFS and
DFS tasks. We reconcile this discrepancy as follows. When the
SE module is chosen, constrained inference reduces the privacy
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System BFS - Adult (Age) DFS - Adult (Country) RRQ - Synthetic (1D) BFS - Taxi (Lat,Long) DFS - Taxi (Lat,Long) IDEBench
Cache Entries Runtime (s) Cache Entries Runtime (s) Cache Entries Runtime (s) Cache Entries Runtime (s) Cache Entries Runtime (s) Cache Entries Runtime (s)

APEx - 3.7±0.2 - 2.71±0.02 - 0.05±0 - 111±8 - 25±1 - 456±70
APEx Cache 123±1 3.7±0.2 81±0 2.71±0.02 3118±4 0.05±0 668±14 111±8 2515±0 25±1 6540±0 456±70
Pioneer 117±1 4.8±0.2ms 80±0 1.6±0.2ms 3118±4 0.01±0 - - - - - -
CacheDP 145±3 7.5±0.4 81±0 2.8±0.2 1998±0 0.05±0 3669±0 23±1 3669±0 15.3±0.5 23666±1000 338±20

Table 3: Cache size and workload runtime comparison.

BFS DFS RRQ IDEBench
Free 164.8 ± 0.9 591 ± 6 49801 ± 3 216 ± 1
MMM 2.1 ± 0.1 2.25 ± 0.09 137 ± 3 15.1 ± 0.2
RP 14.7 ± 0.5 21.1 ± 0.5 1.4 ± 0.1 31 ± 1
SE 18.5 ± 0.6 42 ± 1 60 ± 4 7.8 ± 0.2

Table 4: Average number of times each module was chosen
for each task; most frequently chosen modules are in bold.

Figure 8: Ablation study over PQ, RP, SEmodules of CacheDP

cost for paid strategy queries. As a result, the cache entries for
these queries remain at a lower accuracy than if MMM or RP had
been used to answer them, and they may not be reusable for later
workloads. Thus CacheDP may need to obtain noisy responses for
these queries, later on, at a higher accuracy. The SE module thus
provides savings on earlier workloads at the cost of a less accurate
cache to answer future workloads. In summary, di�erent tasks
exploit di�erent modules and the standard con�guration incurs the
least privacy budget, and thus data analysts need not turn o� any
modules.

9 RELATEDWORK
Constrained inference techniques have been applied in the non-
interactive DP setting to improve the accuracy of noisy query re-
sponses [26, 32] and in synthetic data generators [12, 21, 27] to infer
consistent answers from a data model built through noisy measure-
ment queries. However, these systems do not provide any accuracy
guarantee on the inferred responses. If the analyst desires a more
accurate response than the synthetic data can o�er, no privacy bud-
get remains to improve the query answer [28]. Our work applies
DP constrained inference in an interactive setting so that we can
spend the privacy budget on queries that the analyst is interested in
and meet their accuracy requirements. On the other hand, existing
accuracy-aware DP systems for data exploration [11, 23], releasing
data [10, 24], or programming frameworks [29, 31] do not exploit

historical query answers to save privacy budget on a given query.
We design a cache structure and inference engine extending one of
these accuracy-aware systems, APEx [11].

Peng et al.’s Pioneer [25] is the most relevant work that uses
historical query answers to obtain accurate responses to upcoming
single range queries over the same or related predicates. How-
ever, CacheDP can handle workloads with multiple queries. Second,
it supports multiple, complex DP mechanisms and chooses the
mechanism that uses the least privacy budget for each new work-
load. Third, our PQ module (Section 5.3) proactively fetches certain
query responses that can be used later at no additional cost. Finally,
CacheDP can answer multi-attribute queries through our extension
of the ST module (Section 7).
Our key modules are built on top of prior work (e.g., Li et al.’s

Matrix Mechanism [18], Koufogiannis et al.’s Relax Privacy Mecha-
nism [17]), such that existing interactive DP systems that make use
of these mechanisms (e.g. PrivateSQL [16], APEx [11]) do not have
to make signi�cant changes; these systems can include a relatively
light-weight cache structure and cache-aware version of the cor-
responding mechanisms. Integrating a structured, reusable cache
with these mechanisms has its own technical challenges, such as the
Cost Estimation problem (Section 4.3.2), Full Rank Transformation
problem (Section 5.1.2), and our extension of our one-dimensional
cache to high-dimensional cache (Section 7).

10 FUTUREWORK:
CacheDP can be extended to answer top-: or iceberg counting
queries studied in APEx, as well as simple aggregates such as means,
by integrating the query processing engine of APEx to transform
these queries to raw counting queries. Beyond counting queries,
providing di�erential privacy over complex SQL queries, such as
joins and group by operators, is a challenging problem, as studied
in prior work [5, 16, 30]. The global sensitivity of SQL queries
involving joins is unbounded. To tackle this challenge, the existing
well-performed DP mechanisms [5, 16, 30] for these queries require
a data-dependent transformation (e.g., truncation of the data) in
order to bound the sensitivity of the query. Thus, the accuracy of
these mechanisms depend on the data, and searching the minimum
privacy budget to achieve the desired accuracy bound is non-trivial,
which is an important research direction.

11 CONCLUSION
We build a usable interactive DP query engine, CacheDP , that uses
a di�erentially private structured cache to achieve privacy budget
savings commonly seen in the non-interactive model. CacheDP
supports data analysts in answering data exploration workloads
accurately, without requiring them to have any knowledge of DP.
Our work provides researchers with a methodology to address

16



Cache Me If You Can: Accuracy-Aware Inference Engine for Di�erentially Private Data Exploration

common challenges while integrating DP mechanisms with a DP
cache, such as, cache-aware privacy budget estimation (MMM),
�lling the cache at a low privacy budget (PQ), and maximizing
cache reuse (SE).
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A PROOFS
A.1 End-to-end Privacy Proof
A.1.1 Proof of Theorem 3.1. Recall the theorem states thatCacheDP ,
as de�ned in Algorithm 1, satis�es B-DP.

P����. (sketch) We begin by addressing the cost estimation
phase (lines 4-10). The cost estimation phases are independent of
the data. In addition, each DP mechanism (MMM or RP) with its
corresponding chosen strategy ensures n8 -DP (Proposition 4.1, [17,
Theorem 1A]). At line 11, we check if running the chosen DP mech-
anism (MMM or RP with the corresponding chosen strategy) will
exceed the total privacy budget B by sequential composition [7].
We only run the DP mechanism if the total budget is su�cient. This
ensures the overall Algorithm 1 satis�es B-DP.

⇤

A.2 MMMModule Proofs
A.2.1 Proof of Proposition 4.1. Recall the proposition states that
the A�����W������� interface of MMM (Algorithm 2) satis�es
n-DP, where n is the output of this interface.

P����. (sketch) When the cache is empty, the privacy of MMM
(with optional SE) follows from the matrix mechanisms privacy
guarantee in Proposition 2.1. When there are entries in the cache,
we split the strategy into the free and paid matrix. The paid matrix
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is private by the same reasoning as above. The privacy of the free
matrix responses and the �nal concatenation of free and paid re-
sponses follow by the post processing lemma of DP [7, Proposition
2.1]. ⇤

A.2.2 Proof of Proposition 4.2. Given an instant strategyA = (F| |P)
with a vector of : noise parameters b = bF | |bP, the error to a work-
load W using the A�����W������� interface of MMM (Algo-
rithm 2) is kWA+!0? (b)k, where !0? (b) draws independent noise
from !0? (b[1]), . . . , !0? (b[:]) respectively. We can simplify its
expected total square error as kWA+3806(b)k2� where 3806(b) is a
diagonal matrix with 3806(b) [8, 8] = b[8].

P����. The error to the MMM is kWA+
(Ax+!0? (b)) �Wxk =

kWA+!0? (b)k. The expected total square error E[kWA+!0? (b)k22]
can be expanded to

Õ;
8=1 E[

Õ:
9=1 (WA+

[8, 9]!0? (b[ 9]))2]. As the :
noise variables are independent and has a zero mean, then we have
the error expression equals to

;’
8=1

:’
9=1

(WA+
[8, 9])2E[!0? (b[ 9]))2] =

;’
8=1

:’
9=1

(WA+
[8, 9])2b[ 9]2

which is equivalent to kWA+3806(b)k2� . ⇤

A.2.3 Proof of Theorem 4.1. The optimal solution to simpli�ed CE
problem incurs a smaller privacy cost n than the privacy cost nF=;
of the matrix mechanism without cache, i.e., MMM with F = ;.

P����. (sketch) Let1⇤ be the noise parameter forA in thematrix
mechanism without cache to achieve the desired accuracy require-
ment. We can show that 1⇤ is a valid solution to the simpli�ed
CE problem: setting bF = [2 .1 2 C | 2 .a 2 C \ A, 2 .1  1⇤]
and bP = [1⇤ | a 2 P] satis�es the accuracy requirement. As
kPk1  kAk1, the privacy cost n = k% k1

1⇤ for 1P = 1⇤ is smaller
than nF=; =

kAk1
1⇤ . The optimal solution to the simpli�ed CE prob-

lem has a smaller or the same privacy cost than a valid solution
1P = 1⇤. ⇤

A.3 Full-rank Transformer (FRT) Proof
Recall Theorem 5.1 states that Given a global strategy A⇤ in a :-ary
tree structure, and an instant strategy A ✓ A⇤, ���������S�����
��� outputs a strategy A that is full rank and supports A. We begin
by proving the following lemma.

Lemma A.1. Given a global strategy A⇤ in a :-ary tree structure,
and an instant strategy A ✓ A⇤, running ���T�������������M��
����(A) in Algorithm 4 increases the number of non-empty buckets
in T by at most 1, for each row A[8] 2 A.

P����. If the condition in line 4 is met the result follows trivially.
We consider the remaining case where A[8] intersects with at least
one bucket. We recall that all entries in A represent nodes in a :-ary
tree. Since adding and subtracting nodes on a :-ary tree always
results in a combination of one or more nodes on a :-ary tree, we
can conclude that at the end of each loop, all of the buckets are
disjoint. For each new row A[8], if this row intersects with the
buckets in T, then A[8] is either (i) a descendant node of one bucket
in T, or (ii) an ancestor node of one or more buckets in T. For the
�rst case, assume A[8] is a descendant node of t 2 T. It cannot be

the descendant of other buckets, as the other buckets are disjoint
with t. Then t will be replaced by t \ A[8] and t � A[8] (line 9),
and hence the size of T increases by 1. For the second case, assume
A[8] is the ancestor node of multiple buckets in T. We denote these
buckets as {T[ 91], . . . ,T[ 9: ]}, then all these buckets will remain
the same (line 9 just adds t), and at most one additional bucket
A[8] �

Õ
t2T0^t·A[8 ]<0 t is added in line 10. ⇤

We now prove the main result (Theorem 5.1) that ����������
S������� ensures full rank matrices.

P����. We begin by discussing how A represents the queries in
A. First, we note that A and A have the same number of rows. The
only di�erence is that A represents the queries on the data vector
x where as A uses x. By construction, we have Ax = ATx = Ax.

Since A is a representation of A using the only the buckets gen-
erated in ���T�������������M�����, the number of columns
in A is the same as the number of buckets, |T|. To show that A
is always full rank, we will �rst show that |A>F (A) | � |2>; (A) |,
where |A>F (A) | and |2>; (A) | represent the number of rows and
the number of columns in A. Or equivalently, |A>F (A) | � |T|. This
follows by inductively applying Lemma A.1.

Next we show that A0=: (A) = |2>; (A) |. We once again show
this by induction on the number of rows in A. In the base case
(|A| = 1) applying ���������S�������, we get A = [1] and
thus A0=: (A) = 1. Now we assume that A0=: (A) = |2>; (A) | for
some A obtained from A. We consider adding a new row A=4F to
A and de�ne Ā = A [ A=4F . Let Ā represent the result of applying
���������S������� to Ā.

When adding this row there are two possible cases: First, con-
sider the case where the newly added row, A=4F , can be represented
as a linear combination of T. That is the buckets created in ����
T�������������M����� are the same for A and Ā In this case,
Ā = A [ A 0=4F . Thus |2>; (Ā) | = A0=: (Ā) since the number of lin-
early independent columns (or buckets) did not increase or decrease
by adding a row. On the other hand, if the newly added row, A=4F ,
cannot be represented as a linear combination of T, then A=4F must
be linearly independent of A. Thus, Ā has one additional linearly
independent row and thus A0=: (Ā) = A0=: (A) + 1. Furthermore by
Lemma A.1, we know that adding a row can add at most one new
bucket. Since we assume A=4F cannot be represented as a linear com-
bination of T, this means |2>; (�̄) | = |2>; (�) | + 1. Thus we have that
|2>; (�̄) | = A0=: (Ā). Combining the fact that |A>F (A) | � |2>; (A) |
and A0=: (A) = |2>; (A) |, it follows that A is full rank. ⇤

A.4 PQ Module Proofs
A.4.1 Proof of Lemma 5.1. Recall the lemma states that the !1
norm of the P matrix is equal to the subtree norm of the root of the
tree with marked nodes corresponding to P:

SP (T .root) = kPk1 (12)

P����. Given that we form P as shown in Example 5.2, kPk1
simply represents the maximum number of overlapping RCQs in
P. Overlapping RCQs on the tree T must occur on the same path,
that is, they form an ancestor-descendant relationship, since the
children of each node = have non-overlapping ranges. Thus, the
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maximum number of overlapping RCQs across all tree paths, is
equal to the kPk1. ⇤

A.4.2 Proof of Lemma 5.2. The lemma states that the proactive
strategy �P generated by ��������P��������S������� for an
input P satis�es the condition:

8 paths ? 2 T ,
’
E2?

MP[�P (E)  SP (T .root) = kPk1 (13)

P����. This inequality holds for �P = ; by applying Lemma 5.1
and De�nition 5.1. ��������P��������S������� only adds a node
to �P if it satis�es the following condition on line 4, the remaining
path has a length less than A . At the root, this condition is set to be
less than kPk1. ⇤

A.4.3 Proof of Theorem 5.2. The theorem states that, given a paid
strategy matrix P, Algorithm 6 outputs �P such that kP [ �Pk1 =
kPk1.

P����. Applying Lemma 5.1 and De�nition 5.1 for the matrix
P [ �P:

kP [ �Pk1 = SP[�P (T .root) = max
?2subtree(E)

’
E2?

MP[�P (E) (14)

Rephrasing Lemma 5.2:

max
?2subtree(E)

’
E2?

MP[�P (E) = kPk1 (15)

Using equations 14 and 15, we get:

kP [ �Pk1 = kPk1 (16)

⇤

B MMM CACHE-AWARE TIGHT BOUND
Given the cached noise parameters, we propose a theoretical up-
per bound 1) for the candidate 1%0 required to satisfy the (U, V)-
accuracy guarantee.

1) 

q
U2V/2 � kWA+⇡806( Æ1F)k2�
k,�+⇡806(� |P | )k�

(17)

Here, Æ1F = [11, . . . ,1 |F | ]. In doing so, we generalize Ge et al.’s
tight bound 1) for C = q (equation 4) to consider cached noise
parameters.

C IMPLEMENTATION DETAILS
We implement an initial prototype of CacheDP in Python. We use
the source code provided by Ge et al. to evaluate APEx2. Since the
authors of Pioneer did not publish their code, we implement it from
scratch in python following the paper. We implement a simple com-
posite plan using all hyperparamters as described in the paper. We
show in Section 8.2.1 that our implementation reproduces similar
performance to the results given in the original paper [25][Section
7.2.1]. We make our full evaluation including our implementation
of related work publicly available3.

We note that pioneer uses variance based accuracy where as
APEx uses (U, V) accuracy requirements. This is not a problem
2https://github.com/cgebest/APEx
3https://git.uwaterloo.ca/m2mazmud/cachedp-public.git

for CacheDP as we accept both types of accuracy requirement. To
run Pioneer on workloads with an (U, V) requirement, we use an
MC simulation to search for the variance that satis�es the accuracy
requirement. To run APEx on workloads with a variance based accu-
racy requirement we utilize a tail bound on the Laplace distribution
(since we �nd empirically that apex uses the Laplace Mechanism
for all single range queries) to get the alpha beta.

D EVALUATION OF THE SE HEURISTICS
In this section, we reason about the e�ectiveness of the strategy
expander heuristics, both experimentally and theoretically.

Experiments: We �rst quantify the probability of SE being se-
lected over MMM using the results of our frequency analysis, from
Table 4. We refer the reader to Section 8 for all experimental details.
Out of all paid workloads for which MMM and SE were selected
(second and fourth rows of the table), we consider the probability
for SE to be selected. SE is overwhelmingly more likely to be cho-
sen over MMM on both BFS and DFS tasks, with the probability of
selection being 90% for BFS and 95% for DFS. On the other hand,
MMM is around twice as likely to be chosen over SE on both RRQ
and IDEBench tasks, as the SE selection probability is 31% for RRQ
and 34% for IDEBench. We conclude that the likelihood of the SE
module being chosen, and thus the success of our heuristics, de-
pends on the workload sequence since it in�uences the contents of
our cache. Averaging across all four tasks, the likelihood of the SE
module being chosen over MMM, is around 62%.

Theoretical Analysis: We analyze the conditions under which our
heuristics result in SE module being selected. The SE module is only
selected if it has a lower cost than the original strategy in MMM.
The privacy cost for our mechanisms is inversely proportional to
the error term, for a given (U, V) or U2-expected total square error.
Thus, our heuristics are only successful if they lead to the error
term for the SE module to be smaller than the error term for MMM.

We recall Figure 5 included an example to show that expanding
the strategy can lead to an increased error term. We analyze why
such situations can arise and describe conditions for when our noise
parameter-based heuristic can reduce the error. Our heuristic to
choose 1✓+1 < 1P strictly improves the error under the following
condition:

T������ D.1. Given a workloadW, a strategy A of ✓ rows, and a
noise vector b, adding a new row to A to form A4 reduces the error,
i.e.,

kWA+⇡806(b)k2� � kWA+
4⇡806(b| |1✓+1)k

2
� (18)

if all entries in b equal 1⇤ and 1✓+1 < 1P  1⇤, for any 1⇤.

P����. We recall the following theorem proved by Li et al. [18]
in their MM paper.

kWA+
k
2
� � kWA+

4 k
2
� (19)

For b = [1⇤ · · ·1⇤], we transform Equation 18 to:

kWA+⇡806(b)k2� = kWA+
(1⇤� )k2� = (1⇤)2kWA+

k
2
� (20)

� (1⇤)2kWA+
4 k

2
� (21)

= kWA+
4⇡806(b| |1

⇤
)k

2
� (22)

� kWA+
4⇡806(b| |1✓+1)k

2
� (23)
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where the �rst inequality comes from applying Li et al.’s result
(Equation 19) and the �nal inequality by applying the condition:
1✓+1  1⇤. ⇤

When the noise parameters are not all equal, the su�ciency
conditions becomemore complicated. For example, if we modify the
above counterexample to have a slightly more accurate expanded
row (1✓+1 = 31 < 41), we get a lower error than MMM:

kW1A+
13806(b1)k = 2812, kW1A+

143806(b14 )k = 26.512

Thus our greedy heuristic, which does not simply add entries less
than 1? , but prioritizes the most accurate rows �rst, would be
e�ective in this scenario. We also observe that distribution of the
existing noise parameters in b is important. If the noise parameters
are all close to each other, strategy expansion is likely to be more
bene�cial. For example changing the second entry of b1 from 1 to
21 (i.e. b14 = [1, 21, 51, 41]), results in a smaller error than MMM:

kW1A+
13806(b1)k = 31.012, kW1A+

143806(b14 )k = 30.212

It is evident that both the distribution of the noise parameters in
b and the new noise parameter 1✓+1, in�uence the success of our

accuracy heuristic. Additionally, we observe that a newly added
row could satisfy our �nal heuristic by being a parent or a child
of any of the existing rows in A1. We �nd that the structure of
the expanded strategy A14 also signi�cantly in�uences the error
term. For example, changing the �nal row in A14 from (1, 1, 1) to
(1, 0, 1) or (0, 1, 1) also reduces the error for A14 to 26.512 and 2012
respectively, under the exact same noise parameters as our coun-
terexample. However, changing the �nal row to (1, 1, 0) increases
the error to 34.712.

Conclusion: We observe that whether an additional row selected
by our noise parameter heuristics will succeed in decreasing the
error for SE over MMM, depends on how the new row changes ele-
ments inWA+

4 . However, we can guarantee that when the noise pa-
rameters in b are su�ciently similar, strategy expander will reduce
the error regardless of the structure. Our structure-based heuristic
only allows strategy queries related through a parent-child relation-
ship to an existing strategy query in A. Future research may model
the success of this heuristic, by analyzing the relation between
WA+ andWA+

4 for A and A4 that di�er by a parent or child row.
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